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1. Introduction / Context
Dundalk Institute of Technology (the Institute) is responsible for the Processing of a significant volume of personal data across each of its Schools, Departments, Functions, and Centres. It is vital that everyone is aware of their responsibilities in relation to Data Protection as follows: 

· All Staff are responsible for protecting and handling information in accordance with the information’s classification.
· The Institute has a Data Protection Officer (‘DPO’) which is available to Schools, Departments, Functions and Centres to provide training, guidance and advice pertaining to this requirement.
· It is the responsibility of each School, Departments, Functions and Centre to ensure personal data is processed in a manner compliant with the relevant Data Protection Legislation and guidance.
· Personal Data is considered confidential information and requires the greatest protection level. 

The objective of this Data Protection Policy (‘Policy’) is to set out the requirements of Dundalk Institute of Technology relating to the protection of Personal Data where it acts as a Data Controller and / or Data Processor, and the measures the Institute will take to protect the rights of Data Subjects, in line with EU legislation, and the laws of any other relevant jurisdictions in which it operates. 

This Policy shall not be interpreted or construed as giving any individual rights greater than those which such persons would be entitled to under applicable law and other binding agreements.

All Schools, Departments Functions, Centres, staff, students and Institute members (as defined in the IOT Acts as amended) are expected to:

· Familiarise themselves with, and abide by, the rules of Data Protection as set out in this policy;
· Complete any Data Protection training provided by the Institute;
· Read and understand this policy document;
· Process ‘Personal Data’ and ‘Sensitive Personal Data’ in line with this policy and as advised by the DPO.
· Not jeopardise individuals’ rights or risk a contravention of Data Protection Legislation; and
· In conjunction with the DPO, carry out a Data Protection Impact Assessment (DPIA) and prepare a privacy notice that is appropriate for the purpose, when implementing any new technologies, processes, or new collection/Processing of Personal Data.
· Where necessary seek direction from their Head of School/Faculty/Function or DPO or Freedom of Information Officer to ensure that any Processing is compliant.

The Institute intends to meet all relevant data protection, privacy and security requirements, whether originating from legal, regulatory, or contractual obligations.
 
The Institute also embraces Privacy by Design and Privacy by Default principles in all its services and functions both current and future. This ensures that the public can maintain a high level of trust in the Institute’s competence and confidentiality while handling personal data. 

This policy should not be viewed in isolation. Rather, it should be considered as part of the Dundalk Institute of Technology suite of compliance policies and procedures.

[bookmark: _Toc68686769][bookmark: _Toc1765635259]2. Purpose
Dundalk Institute of Technology (the Institute) as a data controller, has established this Policy to comply with all relevant European Data Protection requirements and has aligned same to relevant internal policies, procedures and controls.  In particular this document sets out the Institute’s policy regarding personal data collection/processing/sharing for all Schools/Department/Functions/Centres, etc., staff and students. 

[bookmark: _Toc68686770][bookmark: _Toc395050602]3. Scope
This Data Protection Policy applies to:

· any person who is employed by the Institute who receives, handles, or processes personal data in the course of their employment.
· [bookmark: _Int_yCkAhZM7]any student of the Institute who receives, handles, or processes personal data in the course of their studies for administrative, research or any other purpose.
· third party companies/individuals (data processors) that receive, handle, or process personal data on behalf of the Institute. 

This applies whether you are on campus, travelling or working remotely.

[bookmark: _Toc68686771][bookmark: _Toc405317448]4. Common Terms and Definitions 

	Anonymised Personal Data
	Personal Data can only be considered to be truly “anonymised” from a data protection law perspective, if Data Subjects are no longer identifiable, having regard to any methods reasonably likely to be used to identify them, directly or indirectly. If it is possible to identify Data Subjects/patients (including by reference to other information - such as a deencryption key) then the data is not considered “anonymised”, but rather “pseudonymised”. As per DPC and Article 29 Working Party (now EDPB) Guidance in this area, anonymisation irreversibly prevents the identification of the individual Data Subject to whom it relates and even the capability to ‘re-identify’ the Data Subject is sufficient to render this personal data.

	Consent
	Some types of processing are carried out on the basis that you have given your consent. Under the GDPR, consent to processing must be freely given, specific, and informed. You cannot be forced to give your consent, you must be told what purpose(s) your data will be used for, and you should show your consent through a ‘statement or as a clear affirmative action’ (e.g., ticking a box).
Consent is not the only lawful basis on which your personal data can be processed. Article 6 of the GDPR sets out the complete list of lawful reasons for processing personal data as:
1. Consent.
2. To carry out a contract.
3. In order for an organisation to meet a legal obligation.
4. Where processing the personal data is necessary to protect the vital interests of a person.
5. Where processing the personal data is necessary for the performance of a task carried out in the public interest.
6. In the legitimate interests of a company/organisation (except where those interests contradict or harm the interests or rights and freedoms of the individual). *
*It is important to note that Article 6(1)(f) provides that the "legitimate interests" reason is not available to public authorities where the processing is being conducted in the exercise of their functions.
.

	Data Classification
	A process whereby information/data is classified in accordance with the impact of data being accessed inappropriately or data being lost. The resulting data classification needs to be applied when handling data. It is the responsibility of data owners to classify the data under their control.

	Data Controller
	A natural or legal person, public authority, agency or other body which, alone or jointly with others, determines the purposes and means of the processing of personal data; where the purposes and means of such processing are determined by Union or Member State law, the controller or the specific criteria for its nomination may be provided for by Union or Member State law. (Article 4(7) GDPR). 
A Data Controller can be the Sole Data Controller or a Joint Data Controller with another person or organisation or a Separate Data Controller.

	Data Processor
	A “data processor” refers to a person, company, or other body which processes personal data on behalf of a data controller. 
It is possible for one Institute or person to be both a Data Controller and a Data Processor, in respect of distinct sets of Personal Data. 

	Data Protection Commissioner
	Means the supervisory authority in Ireland for the purposes of Article 51 of the GDPR whose principal administrative offices are at 21 Fitzwilliam Square South, Dublin 2, D02 RD28, Ireland, or any replacement supervisory authority under Data Protection Legislation, appointed from time to time in Ireland. 

	DPIA
	A Data Protection Impact Assessment required under Article 35 of the GDPR.

	Data Subject
	The "data subject" is a living, natural person whose personal data are processed by either a controller or a processor.

	Destruction
	Where the personal data no longer exists, or no longer exists in a form that is of any use to the Data Controller.

	Encryption
	The process of encoding information stored on a device that can add a further layer of security. It is considered an essential security measure where Personal Data is stored on a portable device or transmitted over a public network.

	GDPR
(General Data Protection Regulations)
	[bookmark: _Int_vrtNg3cO][bookmark: _Int_StwJ8yqV]Means EU Regulation 2016/679 of the European Parliament and of the Council of 27 April 2016 on the Protection of Natural Persons with Regard to the Processing of Personal Data and on the free movement of such Data.

	Joint Controller
	Means where two or more controllers jointly determine the purposes and means of processing, they are joint controllers (Article 26, GDPR).

	Loss
	Where the personal data may still exist, but the Data Controller has lost control of or access to it, or no longer has the data in its possession.

	Personal Data
	In Article 4 (1) of GDPR, the term ‘personal data’ means any information concerning or relating to a living person who is either identified or identifiable (such a person is referred to as a ‘data subject’).
An individual could be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier (such as an IP address) or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that individual.
Examples of personal data include, but are not limited to:
· Name, email, address, home phone number
· The contents of a student file or an employee HR file
· Details about lecture attendance or course work marks
· Notes of personal supervision, including matters of behaviour and discipline.


	Personal Data Breach
	A breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed. (Article 4(8) GDPR.).
 In Article 4(12) of GDPR, a “personal data breach” is defined as “a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed.”

	Profiling
	Profiling is any kind of automated processing of personal data that involves analysing or predicting your behaviour, habits or interests.

	Processing
	The term “processing” refers to any operation or set of operations performed on personal data. Processing includes storing, collecting, retrieving, using, combining, erasing and destroying personal data, and can involve automated or manual operations. 

	Pseudonymised Personal Data
	Where personal data is pseudonymised, it remains personal data and all of the requirements of Data Protection Legislation (e.g., as to transparency for Data Subjects, lawful basis for processing, data minimisation etc.) apply. Pseudonmyisation is one of the recommended supplementary measures (where these are required) for international data transfers under EDPB Guidance in this area and subject to certain specified conditions.

	Restriction of processing
	means the marking of stored personal data with the aim of limiting their processing in the future;

	Sensitive Personal Data
	Sensitive Personal Data (or Special Category Personal Data) relates to specific categories of data which are defined as data relating to a person’s racial origin; political opinions or religious or other beliefs; physical or mental health; sexual life, criminal convictions, or the alleged commission of an offence; trade union membership. 

	Special Category Data
	Certain types of sensitive personal data are subject to additional protection under the GDPR. These are listed under Article 9 of the GDPR as “special categories” of personal data. The special categories are: 
1. Personal data revealing racial or ethnic origin.
2. Political opinions.
3. Religious or philosophical beliefs.
4. Trade union membership. 
5. Genetic data and biometric data processed for the purpose of uniquely identifying a natural person. 
6. Data concerning health. 
7. Data concerning a natural person’s sex life or sexual orientation. 
Processing of these special categories is prohibited, except in limited circumstances set out in Article 9 of the GDPR.

	Third Party
	[bookmark: _Int_QInUhAoH][bookmark: _Int_q7mDVoAr]Means an entity, whether or not affiliated with the Institute, that is in a business arrangement with the Institute by contract, or otherwise, that warrants ongoing risk management. These Third-Party relationships include, but are not limited to, activities that involve outsourced products and services, use of independent consultants, networking and marketing arrangements, merchant payment processing services, services provided by affiliates and subsidiaries, joint ventures, and other business arrangements where the Institute has an ongoing relationship. Third Party relationships, for the purposes of this Policy, generally do not include student or customer relationships. 
In Article 4(10) of GDPR a ‘Third Party’ means a natural or legal person, public authority, agency, or body, other than the data subject, controller, processor, and persons who, under the direct authority of the Data Controller of Data Processor, are authorised to Process Personal Data. 

	Unauthorised or unlawful processing
	This may include disclosure of personal data to (or access to) recipients who are not authorised or do not have a lawful basis to have access to the personal data.



All other terms used in the Data Protection Policy not referenced in this document, shall have the same meaning as in data protection legislation and/or local requirements.

[bookmark: _Toc68686772][bookmark: _Toc1297495137]5. Policy Details:
[bookmark: _Toc68686773][bookmark: _Toc2132580291]5.1 Policy Overview
This Data Protection Policy provides information about the ways in which Dundalk Institute of Technology (the Institute) collects, stores and uses personal data relating to individuals (data subjects). DkIT is the data controller of personal data and is subject to the Data Protection Acts 1988 to 2018 and the General Data Protection Regulation 2016/679 

[bookmark: _Int_qiwikNKj]This Data Protection Policy relates to personal data received by the Institute where data subjects contact or provide personal data to the Institute directly and also to personal data received by the Institute indirectly (via a third party).  

This Policy shall not be interpreted or construed as giving any individual rights greater than those which such person would be entitled to under applicable law and other binding agreements.

The Institute is committed to complying with all applicable data protection, privacy and security laws and regulations. The suite of compliance policies adopted by the Institute create a common core set of values, principles and procedures intended to achieve a standard set of universal compliance parameters based on Data Protection Legislation.

Dundalk Institute of Technology (DkIT) is responsible for the processing of a significant volume of personal information across each of its Schools and Functional Areas. It is vital that everyone is aware of their responsibilities in relation to data protection as follows:

· It is the responsibility of each School, Department, Function and Centre to ensure that personal information is processed in a manner compliant with the relevant data protection legislation and guidance. 
· The Data Protection Officer is available to Schools, Departments, Functions and Centre to provide guidance and advice pertaining to this requirement. 
· All staff must appropriately protect and handle information in accordance with this Policy.
· Personal Data is considered confidential information and requires the greatest protection level.
[bookmark: _Toc68686774][bookmark: _Toc440806587]5.2 Roles and Responsibilities
	Governing Body
	To review and approve the policy on a periodic basis

	Vice President for Finance and Corporate Affairs (VPFCR) 
	The VPFCR is the member of the Institute Executive Team with overall responsibility for the delivery of the regulatory objectives of the Institute including compliance with data protection and privacy obligations.

	Institute Executive Team 
	[bookmark: _Int_pjLhXnpf]The Institute Executive Team is responsible for the internal controls of the Institute, an element of which is the retention of records used in the decision-making process for key decisions in order to demonstrate best practice and the assessment of risk. Responsible for:
· Reviewing and approving all data protection policies and any updates to them as recommended by the Data Protection Officer.
· Ensuring ongoing compliance with data protection legislation in their respective areas of responsibility.
· [bookmark: _Int_AgInHmkT]As part of the Institute’s Annual Statement of Internal Control, signing a statement which provides assurance that their functional area is in compliance with data protection legislation.
· Ensuring oversight of data protection issues either through their own work or the Data Protection Office or other governance arrangement.


	Vice Presidents/Heads of School 
	· To lead the data protection compliance for their School/Service Area
· Provide guidance to their staff
· Ensure prompt reporting of data protection breaches originating from their School/Service Area

	Data Protection Officer 
	· To lead the data protection compliance and risk management function, with responsibility for advising how to comply with applicable data protection legislation and regulations, including the GDPR
· To advise on all aspects of data protection and privacy obligations. 
· To monitor and review all aspects of compliance with data protection and privacy obligations. 
· To act as a representative of data subjects in relation to the processing of their personal data. 
· To report directly on data protection risk and compliance to VPFCR.

	Staff/Students/External Parties

	· To adhere to the suite of compliance policies.
· To report suspected breaches of policy to their Head of School/Department/Function and/or Data Protection Officer.



[bookmark: _Toc1399903653]5.3 Personal Data Processing Principles
The following data protection requirements apply to all instances where personal data is stored, transmitted, processed, or otherwise handled, regardless of geographic location.

[bookmark: _Int_jXu4VDVr]The Institute has established the following high-level principles relating to data protection in order to comply with relevant European requirements;

· [bookmark: _Hlk129032878]Personal data shall only be processed fairly, lawfully and in a transparent manner (Principles of Lawfulness, Fairness and Transparency)
· Personal data shall be obtained only for specified, explicit, lawful, and legitimate purposes, and shall not be further processed in any manner incompatible with those purposes (Principle of Purpose Limitation)
· Personal data shall be adequate, relevant, and limited to what is necessary in relation to the purposes for which they are processed (Principle of Data Minimisation)
· Personal data shall be accurate, and where necessary kept up to date (Principle of Accuracy)
· Personal data shall not be kept in a form which permits identification of a data subject for longer than is necessary for the purposes for which the Personal Data are processed (Principle of Data Storage Limitation)
· Personal data shall be processed in a secure manner, which includes having appropriate technical and organisational measures in place to prevent and / or identify unauthorised or unlawful access to, or processing of, personal data; and prevent accidental loss or destruction of, or damage to, Personal Data (Principles of Integrity and Confidentiality)
· The Institute whether serving as a data controller or a data processor, shall be responsible for, and be able to demonstrate compliance with, these key principles. (Principle of Accountability)

[bookmark: _Toc2028110232]5.4 Principles of Lawfulness, Fairness and Transparency

[bookmark: _Toc19263229][bookmark: _Toc2133711622]5.4.1 Lawful basis for processing personal data
The Institute shall process personal data under an appropriate lawful basis, where at least one of the following conditions is met: 

· the individual has consented to processing;
· processing is required due to a contract;
· processing is necessary for compliance with a legal obligation; 
· processing is necessary to protect an individual’s vital interests;
· processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the Institute;
· processing is necessary for the legitimate interests of the Institute or a third party and does not interfere with the rights and freedoms of individuals. 

DkIT is classified as a public body under the Institute of Technology Acts 1992 to 2006 as amended and the Technological Universities Act, 2018. As such, the use of the ‘legitimate interests’ condition is not applicable to DkIT’s statutory functions but may be relied-upon as a legal basis for processing that is not related to the Institute’s statutory functions.

Where DkIT relies on consent as a lawful basis for processing personal data, the Institute must:

· obtain the individual’s specific, informed and freely given consent; 
· ensure that the individual gives consent by a statement or clear affirmative action; 
· ensure any written consent request is clearly distinguishable from other matters and presented in clear and plain language
· retain evidence of that statement/affirmative action; and
· allow the individual to easily withdraw their consent at any time if they so wish.

Appropriate consent request methods include:

· clauses in contracts with students and vendors, and / or
· check boxes on replies to applications or forms, and / or
· click boxes on online forms where personal data is entered.


[bookmark: _Toc1677402447]5.4.2 Direct Marketing
Any form of marketing to such audiences must follow the DkIT Marketing Policy as issued by the Communications Office. For example, it must offer a way for people to ‘opt out,’ and this preference should be recorded to ensure that they do not receive future communications.

DkIT will communicate with alumni of the Institute who have consented to direct marketing, or where the electronic contact details have been obtained in the course of a service (or event) within the last twelve months and the direct marketing material relates to a ‘similar product or service’, provided the individual was given an opportunity to refuse such contact at the time the data was collected, also known under electronic marketing rules as a ’Soft Opt–in’.

[bookmark: _Toc181260084]5.4.3 Processing of Special Categories of Personal Data 
The Institute will not process special categories of personal data unless;

· the data subject expressly consents 
and / or
· it is necessary to carry out data controller’s obligations or exercise data subject’s specific rights in the field of employment and social security and social protection law 
and / or
· it is necessary for the establishment, exercise, or defence of legal claims or whenever courts are acting in their judicial capacity.
· [bookmark: _Int_NA5EEzzi][bookmark: _Int_PBn43jpM]it is in the vital interest of the data subject. The Institute may only process such data where it is necessary to protect a data subject’s vital interest in the event that this subject is physically or legally incapable of giving consent. For example, this may apply where the data subject may require emergency medical care. Only the Data Protection Officer may authorise this exemption and only in accordance with relevant national legislation. 

Any exceptions to processing in the absence of one of these conditions requires the approval of the Data Protection Officer.

[bookmark: _Toc19263230][bookmark: _Toc2103167571]5.4.4 Transparency – Data Protection Notices (Fair Disclosure Notices)
To ensure fair and transparent processing activities, School/Department/Function/Centre must provide data protection notices to data subjects when directly collecting data. This policy includes Data Protection Notices for Students, for Staff and for Recruitment Candidates.

These notices must be:

· provided at the first contact point with the data subject or as soon as reasonably practicable.
· provided in an easily accessible form.
· written in clear language. 
· made in such a manner as to draw attention to them.

If School/Department/Function/Centre use consent as the lawful basis for processing personal data, then this consent should, where possible, be obtained at the data collection point. 

All School/Department/Function/Centre collecting personal data must establish technical or administrative means to:

· deliver the data protection notices and
· document that the Institute has provided these notices to the Data Subject at the time of collection, or document they were previously provided and 
· record all obtained consents and ensure this information is up to date. 

See Appendix A, B and C for Data Protection Statement for Student Registration, Staff Privacy Statement, Data Protection Notice for Recruitment Candidates.

[bookmark: _Toc19263231][bookmark: _Toc1350051163]5.4.5 Data Collection from Third Party Sources
[bookmark: _Int_tjpSZVof]In addition to Section 5.4.4 above, when the Institute collects personal data from a third party (i.e., not directly from a data subject), the data controller must provide data protection notices to the data subject either at the time of collection or within a reasonable timeframe that is no more than 30 days post collection.

In addition to the content of the notice outlined above in Section 6.4.4, Schools and Functional Areas shall provide the data subject with the following information necessary to ensure fair and transparent processing of their personal data:

· the personal data collected 
· whether this was from a public source.
· the categories of personal data concerned.

The following are the only exceptions:

· if the data subject has already received this information or 
· notification would require disproportionate effort or
· the law expressly provides for this personal data collection, processing, or transfer.

[bookmark: _Toc1116447054]5.5 Principles of Data Minimisation
School/Department/Function/Centre should limit personal data collection to:

· what is directly relevant and
· what is necessary to accomplish a specified purpose. 

School/Department/Function/Centre should identify the minimum amount of personal data needed for a particular purpose and then align collection volumes and associated retention periods to this purpose.

Please see Appendix D for the Institute’s Records Retention Policy.

[bookmark: _Toc161689431]5.6 Principles of Purpose Limitation
School/Department/Function/Centre must only collect personal data for specified, explicit and legitimate purposes. They are prohibited from further processing unless they have identified and documented additional legitimate processing conditions or if the personal data involved is appropriately anonymised and /or pseudonymised and used for statistical purposes only. Please see Section 5.9.4 below for further information. 

[bookmark: _Toc589791946]5.7 Principles of Data Accuracy
Each School/Department/Function/Centre must ensure that any personal data collected is complete and accurate and maintained in an accurate, complete, and up-to-date form as its purpose requires. 

[bookmark: _Toc19263235][bookmark: _Toc385148801]5.8 Principles of Data Storage Limitation 
School/Department/Function/Centre must only keep personal data for the period necessary for permitted uses. They shall establish a destruction date and / or review schedule when defining a personal data permitted use under the stated purpose. This shall be recorded and aligned to the Institute’s Retention Policy which can be found in Appendix D of this document. 

School/Department/Function/Centre should reasonably endeavour to erase any personal data that violates: 

· data protection law
· data protection regulations
· contractual obligations
· requirements of this policy
· if the Institute no longer requires the data
· if the personal data no longer benefits the data subject in the relevant process

School/Department/Function/Centre should anonymise and / or pseudonymise personal data where possible rather than erase if:

· the law prohibits erasure
· erasure would impair the legitimate interests of the data subject
· erasure is not possible without disproportionate effort due to the specific type of storage or
· where the data subject has disputed the accuracy of the personal data, the Institute disagrees with that assertion and resolution has not been reached.

[bookmark: _Toc19263236][bookmark: _Toc1743153723]5.9 Security of Personal Data (Integrity and Confidentiality)
[bookmark: _Toc1550947872]5.9.1 Information Security
Each School/Department/Function/Centre shall ensure personal data security through appropriate physical, technical and organisational measures. These security measures should be in keeping with standards appropriate to the Institute sector and prevent:

· alteration
· loss
· damage
· unauthorised processing
· unauthorised access

When implementing personal data security measures each School/Department/Function/Centre must consider:

· technological developments
· implementation costs
· nature of relevant personal data
· inherent risks posed by human action/physical/natural environment

IT Services must adequately address European data protection requirements in relevant Institute IT policies and procedures.

[bookmark: _Int_bxTWHBmp]European data protection requirements specifically refer to personal data collected and processed within EEA. However, the Institute is committed to protecting all collected, processed, stored, and transferred personal data regardless of country of origin.

[bookmark: _Toc1710622714]5.9.2 Data Breach (Unauthorised Disclosure)
No employee or agent shall disclose data subject’s personal data (including personal data or special categories of personal data), except where this policy allows such disclosures.

DkIT as a data controller is legally required to notify the Office of the Data Protection Commissioner within 72 hours of becoming aware of a data breach, where a personal data breach is likely to result in a risk to data subjects’ rights and freedoms. In addition, DkIT is legally required to notify the affected individuals (data subjects) where a personal data breach is likely to result in a high risk to their rights and freedoms
 
Staff must report all suspected incidents of unauthorised access to the Data Protection Officer. Incidents include disclosure, loss, destruction, or alteration of personal data, regardless of whether it is in paper or electronic form. 

For further guidance on recognising and managing a data breach, please see the Procedure for Personal Data Security Management in Appendix E.


Types of Breach
· Confidentiality Breach – this occurs when there is unauthorised or accidental disclosure of, or access to, personal data.
· Integrity Breach – this involves the unauthorised or accidental alteration of personal data.
· Availability Breach – this refers to the accidental or unauthorised loss of access to, or destruction of, personal data.

Please see Appendix F for the Institute’s Data Breach Notification Form.

[bookmark: _Toc19263250][bookmark: _Toc602442579]5.9.3 Data Encryption 
The Institute will shortly publish guidelines for staff on the encryption of personal data contained, processed, or transmitted within hardware and software resources that are owned and/or operated by the Institute. Please see Appendix G for these Guidelines on Data Encryption.

[bookmark: _Toc19263253][bookmark: Scope][bookmark: Policy_Standard][bookmark: Scenarios_Where_Encryption_Is_Required][bookmark: bookmark0][bookmark: bookmark1][bookmark: bookmark2][bookmark: _Toc19263254]Situations requiring encryption – data at rest (servers, desktop computers, laptops, tablets, mobile phones and other smart devices and removable storage devices) and data transmission.

[bookmark: _Toc19263255][bookmark: _Toc1244016096][bookmark: _Toc512263797]5.9.4 Data Anonymisation/Pseudonymisation (Refer to Section 4 Common Terms and Definitions)
Anonymisation and pseudonymisation are two methods of processing personal data, in such a manner that the personal data in question cannot be traced back to the individual (data subject) to whom it originally pertained. The key difference between these methods as defined under data protection legislation, is whether the original data subject can be re-identified.

Anonymisation renders the data subject unidentifiable, even to the party that carries out the anonymisation of data. If the data is truly anonymised and identifying the subject is impossible, then the data falls outside the remit of data protection legislation.

Pseudonymisation renders the data subject unidentifiable without the use of additional information. Once the “additional information” and the pseudonymised data are held separately, the data processor/controller can use the data more freely, as the rights of the data subject under data protection legislation remain intact.
	
[bookmark: _Toc841070244][bookmark: _Toc19263237]5.10 Principle of Accountability 
[bookmark: _Toc1458621058]5.10.1 Data Protection by Design and by Default 
Privacy by Design is a reactive approach to data privacy that integrates privacy considerations into the design and development of systems, products and services from the very beginning, rather than as an afterthought. It aims to minimise the collection and use of personal data, ensuring privacy is built-in, not bolted on. This approach helps the Institute to comply with privacy regulations and also builds trust with users by demonstrating a commitment to protecting personal information.  

Privacy by Default means that the most privacy friendly settings are automatically enabled when a user interacts with a system or service, requiring no action from the user to activate them. It ensures that systems are designed from the outset to protect personal data. 

The Institute has an obligation under data protection legislation to consider data privacy throughout all processing activities. This includes implementing appropriate technical and organisational measures to minimise the risk to personal data. This is of particular importance when considering new processing activities or setting up new procedures or systems that involve personal data. Data protection legislation requires a ‘privacy by design’ requirement emphasising the need to implement appropriate technical and organisational measures during the design stages of a process and throughout the lifecycle of the relevant data processing to ensure that privacy and protection of data is not an after-thought. School and Service Areas engaged in projects, new courses, services, or systems development of any sort (including change to existing practices) through the relevant local project and change management processes must comply with the terms of this policy and any specific guidelines and requirements set by the Data Protection Officer or IT policies in furtherance of these principles. 

[bookmark: _Toc2123126174]5.10.2 Data Protection Impact Assessment (DPIA) 
A Data Protection Impact Assessment (DPIA) is a process to help you identify and minimise the data protection risks associated with processing personal data, particularly in new projects or significant changes to existing systems or projects. The final outcomes should be integrated back into your project plan. 

A DPIA Initial Assessment should be conducted to ascertain if a full DPIA is required for your project/processing activity if you are unsure if your project processes personal data.

[bookmark: _Int_KTZip2h1][bookmark: _Int_nZpQnjvB]DPIAs are crucial for ensuring compliance with data protection regulations. They should also consider broader risks to the rights and freedoms of data subjects, including the potential for any significant social or economic disadvantage. The focus is on the potential for harm – to individuals or to society at large, whether it is physical, material, or non-material. To assess the level of risk, a DPIA must consider both the likelihood and the severity of any impact on individuals. A DPIA does not have to eradicate the risks altogether but should help to minimise risks and assess whether or not any remaining risks are justified. 

Therefore, a DPIA is a way to systematically and comprehensively analyse the processing and identify and minimise data protection risks. It is an important tool for building and demonstrating compliance with the GDPR principle of accountability.

The GDPR does not require a DPIA to be carried out for every processing operation. The carrying out of a DPIA is only mandatory where processing of personal data is “likely to result in a high risk to the rights and freedoms” of data subjects (the person to which the data relates) (Article 35 GDPR). When a School or Functional Area undertakes a processing activity which would be likely to have privacy impact upon students, employees, the public, etc. they should conduct a DPIA of these risks and identify measures, which would help to reduce these risks. DPIAs are mandatory for any new high risk processing projects. It is also recommended for high-risk data processing which has taken place prior to May 2018 to ensure the privacy risks to individual are still mitigated. 

The Institute’s Data Protection Impact Assessment and Template can be found in Appendix H. For further information on conducting a DPIA, please see Guidelines for the completion of a DPIA in Appendix H.

[bookmark: _Toc19263238][bookmark: _Toc1266225722]5.10.3 Record of Processing Activity and Data Inventories
The Institute as a data controller is required under data protection legislation to maintain a Record of Processing Activities (ROPA) under its responsibility. The ROPA is a single document that outlines all of the Institute’s business activities. That record contains details of why the personal data is being processed, the types of individuals about which information is held, who the personal data is shared with and when such data is transferred to countries outside the EEA.
 
New activities involving the use of personal data that is not covered by one of the existing records of processing activities require consultation with the Data Protection Officer prior to the commencement of the activity.
 
The Data Protection Officer will review records of processing periodically and will update same accordingly. The Data Protection Officer will provide processing activity records to a Supervisory Authority on request.

See Appendix I for the Institute’s ROPA which is also published on the Institute Website.

[bookmark: _Toc19263248]
Data Inventories
The Institute has created a Data Inventory Template (Data Processing Register) as part of the data protection compliance program. This details all business activities that involve the processing of personal data, the basis for doing so, retention periods for this personal data, what the personal data is used for, and whether this personal data is transferred to a third party. Please see Appendix J for the template.

Schools and Functional Areas must maintain written records of processing activity under its responsibility on a system accessible to the Data Protection Officer. The Data Protection Officer will review these records periodically and will update same accordingly. The Data Protection Officer will provide processing activity records to a Supervisory Authority (Office of the Data Protection Commissioner) on request.

[bookmark: _Toc19263239][bookmark: _Toc1320359149]5.10.4 Transfer and Sharing of Data 
Sharing with a Third Party or External Processor

[bookmark: _Int_Hyr3Rpsu]As a general rule, personal data should not be shared with or passed on to third parties, particularly if it involves special categories of personal data but there are certain circumstances when it is permissible e.g.,
 
· The Institute may disclose student’s personal data and sensitive personal data (Special Category Personal Data) to external agencies to which it has obligations or a legitimate reason. Such sharing should be noted in the relevant data protection notices. Please see the Data Protection Notices in Appendix A, B, C and D for information on what third parties the Institute shares Personal Data with and for what purpose.
· The data subject consents to the sharing.
· The third party is operating as a data processor and meets the requirements of GDPR. Where a third party is engaged for processing activities there must be a written contract or equivalent in place which shall clearly set out respective parties’ responsibilities and must ensure compliance with relevant European and local member state data protection requirements/legislation. These are known as Data Sharing Agreements.

The Data Protection Officer should be consulted where a new contract that involves the sharing or processing of personal data is being considered.
 
Transfer of Personal Data outside the EEA

Transfers of personal data to third countries are prohibited without certain safeguards. The means the Institute must not transfer personal data to a third country unless there are adequate safeguards in place which will protect the rights and freedoms of the data subject. It is important to note that this covers personal data stored in the cloud as infrastructure may be in part located outside of the EU/EEA.
 
A School/Department/Function/Centre must not transfer personal data to a third party outside of the EU/EEA regardless of whether the Institute is acting as a data controller or Data processor unless certain conditions are met.
 
Prior to any personal data transfer outside the EU/EEA, VPFCR, (on the recommendation of the Data Protection Officer) must approve the transfer of such information and the Data Protection Officer will record the determination in writing.

[bookmark: _Toc19263240][bookmark: _Toc779852168]5.10.5 Third Parties Relationships and Data Sharing Agreements
[bookmark: _Int_n7cBLpmc]Where a School/Department/Function/Centre engages a third party for processing activities, the data processor must protect personal data through sufficient technical and organisational security measures and take all reasonable compliance steps. When engaging a third party for personal data processing, School and Functional Areas must enter into a written contract, or equivalent. This contract is known as a Data Sharing Agreement and must: 

· clearly set out respective parties’ responsibilities 
· ensure compliance with relevant European and local member state data protection requirements/legislation

and must give due consideration to the following items:

· management of Data Processors 
· selection of Data Processors
· legal basis and purpose
· contract requirements
· sub-contracted Data Processors  
· monitoring and reporting  
· data transfers
· appropriate safeguards
· security measures
· derogations for specific situations
· once off transfer of personal data
· Data Sharing Agreements
· review of data sharing arrangements
· data transfer methods
· email
· cloud storage and cloud applications
· telephone / mobile phone 
· sending the information by post
· hand delivery / collection
· Data Breach Notification 
[bookmark: _Toc19263241][bookmark: _Toc473535236]
5.11 Data Subjects Rights 
The Data Protection Officer, supported by the Head of School/Department/Function/Centre, shall maintain appropriate processes and procedures to address data subject's rights under data protection legislation. 

Data subjects have the following rights under data protection legislation, subject to certain exemptions, in relation to their personal data:
 
	Right 
	Explanation 

	Information 
	The right to be informed about the data processing the Institute does.

	Access
	The right to receive a copy of and/or access the personal data that the Institute holds about you. 

	Portability 
	[bookmark: _Int_4YwrMUht]The right to request that the Institute provides some elements of your personal data in a commonly used machine-readable format in order to provide it to other organisations.

	Erasure 
	The right to erasure of personal data where there is no legitimate reason for the Institute to continue to process your personal data. 

	Rectification 
	The right to request that any inaccurate or incomplete data that is held about you is corrected. 

	Object to processing 
	The right to object to the processing of your personal data by the Institute in certain circumstances, including direct marketing material.

	Restriction of processing concerning the data subject 
	The right to request the restriction of processing of personal data in specific situations where: 
(i) You contest the accuracy of the personal data; 
(ii) You oppose the erasure of the personal data and request restriction instead; 
(iii) Where the Institute no longer needs the data but are required by you for the establishment, exercise or defence of legal claims. 

	Withdraw Consent
	If you have provided consent for the processing of any of your data, you have the right (in certain circumstances) to withdraw that consent at any time which will not affect the lawfulness of the processing before your consent was withdrawn. This can be done by contacting the Department who obtained that consent or the Institute’s Data Protection Office (contact details below).

	The right to complain to the Data Protection Commissioner 
	You have the right to make a complaint in respect of our compliance with Data Protection Law to the Office of the Data Protection Commissioner.



[bookmark: _Int_pPWCgo9c]In order to exercise any of the above rights, please contact the Data Protection Officer using the contact details in Section 6.15 below.

[bookmark: _Toc411861325]5.11.1 Subject Access Requests (SARs) and Subject Rights Requests (SRRs)
Employees and students of the Institute can contact the Data Protection Officer to discuss their request requirements prior to making a formal request in order to maximise the likelihood that their request will be fulfilled in a timely, efficient and satisfactory manner. External requests for personal data should all be directed to the Data Protection Officer for response.

All SARs are requested to be made via the request forms that are available on the Institute website. All subject access requests shall be directed to the Data Protection Officer and all requests shall have an open status until an action by the Data Protection Officer sets a closed status. 

Any information provided to a Data subject in response to a request must be: 

· concise
· transparent
· intelligible 
· in an easily accessible form, using clear and plain language
· free unless proven to be excessive (administration fee chargeable in this case) and
· provided in a timely manner.

[bookmark: _Int_ssThhnXi]A School/Department/Function/Centre must notify the Data Protection Officer immediately when in receipt of a SAR and must provide the Data Protection Officer with all necessary support to allow a response in accordance with regulatory timelines.

See Appendix K for the Institute’s Data Subject Access Request Form along with information regarding both processes.

[bookmark: _Toc2085788304][bookmark: _Toc19263246]5.11.2 Fees and refusals of SARs under Data Protection Legislation  
[bookmark: _Int_ryIEiSmR]There is no fee for subject access requests. However, under the GDPR and Data Protection Legislation, the Institute reserves the right where requests from a data subject are manifestly unfounded or excessive in nature to either:

· charge a fee to cover the administrative costs of providing the personal data or
· refuse to act upon the request.
	
The Institute may also refuse to act upon a subject access request under GDPR in the following circumstances:

· Where it would breach the rights of someone else.
· Where it is the subject of an ongoing legal case.
· It would be illegal to do so.
· The identity of the requester cannot be determined. 
· Where existing processes exist to access personal data (a charge may be in place).

[bookmark: _Toc512357307][bookmark: _Toc512357976][bookmark: _Toc512358170][bookmark: _Toc512357308][bookmark: _Toc512357977][bookmark: _Toc512358171][bookmark: _Toc512357309][bookmark: _Toc512357978][bookmark: _Toc512358172][bookmark: _Toc512357310][bookmark: _Toc512357979][bookmark: _Toc512358173][bookmark: _Toc512357311][bookmark: _Toc512357980][bookmark: _Toc512358174][bookmark: _Toc512357312][bookmark: _Toc512357981][bookmark: _Toc512358175][bookmark: _Toc512357313][bookmark: _Toc512357982][bookmark: _Toc512358176][bookmark: _Toc512357314][bookmark: _Toc512357983][bookmark: _Toc512358177][bookmark: _Toc512357355][bookmark: _Toc512358024][bookmark: _Toc512358218][bookmark: _Toc512357356][bookmark: _Toc512358025][bookmark: _Toc512358219][bookmark: _Toc512346944][bookmark: _Toc512357357][bookmark: _Toc512358026][bookmark: _Toc512358220][bookmark: _Toc512346951][bookmark: _Toc512357364][bookmark: _Toc512358033][bookmark: _Toc512358227][bookmark: _Toc512346952][bookmark: _Toc512357365][bookmark: _Toc512358034][bookmark: _Toc512358228][bookmark: _Toc512346956][bookmark: _Toc512357369][bookmark: _Toc512358038][bookmark: _Toc512358232][bookmark: _Toc512346966][bookmark: _Toc512357379][bookmark: _Toc512358048][bookmark: _Toc512358242][bookmark: _Toc512346967][bookmark: _Toc512357380][bookmark: _Toc512358049][bookmark: _Toc512358243][bookmark: _Toc512346968][bookmark: _Toc512357381][bookmark: _Toc512358050][bookmark: _Toc512358244][bookmark: _Toc512346969][bookmark: _Toc512357382][bookmark: _Toc512358051][bookmark: _Toc512358245][bookmark: _Toc511296533][bookmark: _Toc1256380393][bookmark: _Toc19263260]5.12 CCTV
[bookmark: _Int_yqwUkAnS]All usage of CCTV other than in a purely domestic context must be undertaken in compliance with the requirements of the Data Protection Legislation. 

All uses of CCTV must be proportionate and for a specific purpose. As CCTV infringes the privacy of the persons captured in the images, there must be a genuine reason for installing such a system and such purpose must be displayed in a prominent position.

Please see Appendix L for the Institute’s CCTV Policy.


[bookmark: _Toc19263247][bookmark: _Toc882947799]5.13 Data Protection Officer (DPO)
The Institute, in meeting its data privacy commitments, has appointed a Data Protection Officer (DPO) as the point of contact for all data privacy queries that employees and students may have including subject access requests. The contact details of the Data Protection Officer are available on the Institute website and have been notified to the Office of the Data Protection Commissioner.

[bookmark: _Int_fEFKfT5n]Contact details for the Data Protection Officer, DkIT are
· By email: dataprotection@dkit.ie 
· In writing: Data Protection Officer, Dundalk Institute of Technology, Dublin Road, Dundalk, Co. Louth A91 K584.
· Tel: +353 42 9370221
· 
[bookmark: _Toc68686777][bookmark: _Toc561643914]6. Related Documents
The list below sets out those policies and procedures that are to be used in conjunction with this Policy. 

· Data Protection Procedures
· Data Retention Policy
· Data Retention Schedule
· IT Service DkIT Computer Services Policies
· Acceptable Usage Policy
· Remote Access Policy
· Privileged Access Policy
· Information Security Policy
· Compliance Policy
· Clean Desk Policy 
[bookmark: _Toc1587948052][bookmark: _Toc68686778]7. Conclusions 
All staff of the Institute are expected to:

· acquaint themselves with, and abide by, the rules of the full suite of compliance policies;
· read and understand all data protection documentation;
· understand what is meant by ‘personal data’ and ‘sensitive category personal data’ and know how to handle such data;
· not jeopardise individuals’ rights or risk a contravention of data protection legislation;
· report all suspected incidents of unauthorised access to the Data Protection Officer. Incidents include disclosure, loss, destruction, or alteration of personal data, regardless of whether it is in paper or electronic form. Data Breach Management Guidelines are provided in Appendix G.
· contact their Head of School or Functional Head or the Data Protection Officer if in any doubt regarding their responsibilities under this policy.


Compliance
Compliance with this policy will help protect the Institute against data breaches under data protection legislation, reputational damage to the Institute and/or an infringement of the rights of employees, students, or other relevant third parties. 

Compliance Exceptions
Any exception to the policy shall be reported to the Data Protection Officer in advance.

Non-Compliance	
Failure to comply with this policy may lead to disciplinary action, being taken in accordance with the Institute’s disciplinary procedures. Failure of a third-party contractor (or subcontractors) to comply with this policy may lead to termination of the contract and/or legal action.

The Office of the Data Protection Commissioner (DPC) is the Irish Statutory Authority for GDPR. Please see https://www.dataprotection.ie/ for further information on the Office of the Data Protection Commissioner.


[bookmark: _Toc68686779][bookmark: _Toc1227069760]8. Appendices

Appendix A	Data Protection Statement for Student Registration 
Appendix B 	Staff Privacy Statement
Appendix C 	Data Protection Notice for Recruitment Candidates
Appendix D 	Institute’s Records Retention Policy
Appendix E 	Procedure for Personal Data Security Management
Appendix F 	Data Breach Notification Form
Appendix G	Guidelines for Data Encryption 
Appendix H	Data Protection Impact Assessment 
Appendix I	Record of Processing Activities (RoPA)
Appendix J	Template for Data Inventory
Appendix K	Data Subject Access Request Form
Appendix L	CCTV Policy
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 	Dundalk Institute of Technology 
 
 
Privacy Notice – Student Data 
 
 
Set out in line with General Data Protection Regulation (GDPR) 
 
 
Document drafted 6 April 2018. 
FOREWORD 
Under current Data Protection legislation Data Protection Acts 1998 and 2003 privacy notices should be on any collection point where personal data is being collected from a data subject especially if being collected for a new purpose.  New data protection legislation is coming into force on 25th May 2018 which builds on current expectations around privacy notices but expands on the requirements based on the widened first principle which now specifically requires controllers to be transparent with their data processing. 
This privacy notice explains how Dundalk IT collects, uses and shared your personal data and your rights in relation to the personal data that we hold on you.  This privacy notice concerns our processing of personal data of past, current and prospective students of the Institute. 
The Institute is the data controller of all personal data it holds and must process it subject to the Data Protection Acts noted above and the new General Data Protection Regulation (GDPR) coming into force on 25th May 2018. 
 
Types of Information Collected 
Dundalk Institute of Technology will be the Data Controller for any information held on you.  The Institute may obtain, hold and process the personal data of students including: personal details, family and social circumstances, education and training records, employment information, financial details, details of services provided to you.  It may also obtain, hold and process sensitive personal data and special category data of students including racial or ethnic origin and physical and mental health. 
The types of personal data that may be collected is as follows: 
· Name, contact information (address, email address, telephone numbers) date of birth, PPS number, passport number, nationality and country of domicile, next of kin, photo. 
· Information relating to your education and training records. 
· Information relating to your family and social circumstances. 
· Sensitive personal data which is classed as special category data to include physical or mental health, racial or ethnic origin. 
· Certain criminal activities.  Students who will be undertaking a work placement and/or activities as part of their programme of study are obliged to be vetted should that activity bring them into contact or possible contact with children and/or vulnerable adults.  The National Vetting Bureau (Children and Vulnerable Persons) Acts 2012 to 2016 provide the statutory basis for such mandatory vetting to take place.  DkIT offer programmes that require students to undertake such mandatory placements with external agencies which will bring them into contact with children and/or vulnerable person and in which they will assume positions of public trust.  DkIT is therefore committed to adhering to such legislation and will ensure that only suitable candidates are allowed to undertake these programmes.  Apart from the formal listed programmes, any student who participate in or are in the vicinity of any activities that may involve unsupervised access to children / vulnerable persons will also be subject to the Institute’s Vetting process. 
 
Purpose of Collecting this Information 
All the personal data the Institute collects, holds and processes on students including sensitive/special category data is done so in order to be able to implement and manage all services and processes relating to students including student recruitment, admission, registration, teaching and learning, examination, graduation and other vital support services such as student support, careers, work placements, health and welfare. The Institute will only collect and process data that is required for these purposes.  The Institute may not be able to provide these relevant services and offer a quality service without the processing of such data.  This information is passed between different sections of the Institute for operational reasons as is necessary however the information shared is proportionate for the intended purpose. 
Information collected can be used for the following purposes: 
· Recruitment of students 
· Admission and Registration of students 
· Academic matters – teaching and learning provision, assessment, examinations, attendance, graduation, grievance and disciplinary matters. 
· Provision of student cards for identification / security purposes. 
· Provision of IT services 
· Provision of Library services 
· Provision of student services such as Access Office, Disability Office, Learning Support, Careers Office, Counselling Service, Health Centre, Clubs and Societies, Accommodation. 
· Administering finance related issues such as fees, financial supports scholarships, prizes and bursaries. 
· Research and statistical analysis 
· Safety and wellbeing of all students 
· Monitor and evaluate the student experience to enhance services further 
· Enable effective communication with our students. 
· To provide data to organisations such as the HEA (Higher Education Authority) in line with legal and government requirements. 
· To comply with statutory reporting requirements. 
· To administer voluntary surveys of student opinion about your experience and the performance of the Institute. 
· To create and publish printed and soft copy material such as prospectus, brochures, website for promotional and archive purposes. 
· To assist with law enforcement or where required as authorised by law. 
· To confirm the details of your academic achievements, and for statistical and historical purposes, a core record of your studies is retained indefinitely on the student information system, Banner. 
· To enable the Institute to continue to contact you after you graduate for example to complete surveys of graduate work destinations, alumni news, marketing etc. 
· To respond to requests for information made under data protection legislation. 
· To assist sporting/society bodies who may require student data such as date of birth or confirmation of being in full time education as a pre-requisite to student representing the Institute in formal events or competitions. 
 
 
How we Collect your Information 
The personal data the Institute holds and processes relating to students is obtained directly from the student or applicant or in some cases from a third party involved in the education services provided by the Institute that has obtained the original information in the first place for example the CAO for student recruitment/admission or SOLAS in the case of Apprentice education provision. 
Personal data may be collected in a number of ways including: 
· The information you supply to us when you express an interest in becoming a student (application process via forms either hard copy or soft copy or registration processes. 
· Directly from the CAO (Central Applications Office) which processes applications for undergraduate courses in the Irish Higher Education Institutions.  
· Directly from SOLAS which manages the National Apprentice training system. 
 
 
 
Basis for Processing Information  
 What We Do with Your Information 
 
The processing of personal data is necessary to allow us to perform our duties as part of our contract to provide services to you or to allow us to follow up on expressions of interest and enquiries.  All the personal data we process is processed by our staff in Dundalk IT however for the purposes of IT operations the hosting and maintenance of student data is held on a student information system – Banner.  The server holding this data is monitored by our IT Services team and also services and maintenance provided by an external provider working in conjunction with the Institute.  We have a strict regime in place to oversee the effective and secure processing of your personal data and you can gain more information on this IT framework by accessing the Institute website section on IT Policies and Procedures. 
 
Dundalk IT may disclose students’ personal data and sensitive personal data to external agencies only where it has obligations or a legitimate reason to do so including the following: 
 
· Higher Education Authority (HEA) – Collection and sharing notice below refers. 
· Department of Social Protection for PPS verification  
· Irish Survey of Student Engagement 
· Quality and Qualifications Ireland (QQI) for qualification validation 
· Student Universal Support Ireland (SUSI)for grant eligibility purposes 
· Revenue Commissioners  
· Professional and regulatory bodies where programmes are accredited by such bodies including ACCA, CORU, Institute Engineers Ireland, An Bord Altranais etc. 
· Work placement providers 
· Employers where students are studying in an Apprenticeship 
· Other higher education organisations, partners, or research organisations to which a student might transfer or undertake an exchange programme or where a programme of study or research is being collaborated. 
· Software and service providers performing administrative duties on behalf of DkIT such as IT services provision, clinical tools, management of car park and so on. 
· Students Union in DkIT to facilitate the running of student electoral process. 
· External Examiners who review sample exam papers and answers as part of quality check. 
· Printing companies and agencies who facilitate the printing and delivery of mailshots and Institute publications for marketing purposes. 
· Sponsors who fund student prizes, awards and bursaries. 
· TurnItIn plagiarism detection software providers to ensure academic standards adhered to. 
· Potential employers and recruitment agencies who wish to verify qualifications of students as part of their recruitment process. 
· Insurance companies in regard to accidents occurring on Institute property  Legal advisors to the Institute. 
· An Garda Siochána to assist in the prevention or detection of criminal activity. 
· Internal Auditing companies and Office of Comptroller and Auditor General. 
 
This is not an exhaustive list and any other disclosures to third parties that may occur but are not listed here are made only where there is a legitimate reason to do so and in accordance with the law. 
 
What are your rights as an Individual? 
Students/individuals whose personal data including sensitive data is held by DkIT have the following rights regarding their own data: 
· The right to be informed 
· The right to request access to their personal data held by DkIT 
· The right to rectification – to have any inaccurate or incomplete personal data rectified. 
· The right to erasure of personal data.  This will only arise where there is no legitimate reason for the Institute to continue to process the personal data.  If you exercise your right to erasure DkIT will retain a set of core personal data which for alumni will include, name, programme of study and subjects studied, graduation details, date of birth and student ID number so that we do not contact you inadvertently in future and to maintain your education details for archive purposes.  It may be necessary to also retain some financial records about you for reporting and audit purposes. 
· The right to restrict processing of personal data.  Individuals have the right to block the processing of their personal data by the Institute in specific situations. 
· The right to data portability.  Students have the right to request the provision of some elements of their information in digital form in order to provide it to other organisations (for example their academic progression data). 
· The right to object.  You can object to the processing of your personal data by DkIT in certain circumstances including the sending and receipt of direct marketing material. 
· The right to object to automated decision making and profiling.  You have the right to object to decision taken by automatic methods without a human intervention in some circumstances. 
Where the processing of personal data or sensitive personal data is based on the consent of the student, they have the right to withdraw that consent at any time.  To do this the student should contact the department or service who obtained their consent originally. 
As a student, if you are unhappy with the Institute’s handling of your personal data or believe that the requirements of the data protection legislation are not being complied with you should contact the Institute’s Data Protection Office in the first instance.  Additionally the Institute’s formal complaint procedure can be invoked if appropriate and you also can submit a complaint to the Office of the Data Protection Commissioner.  Please see DkIT Data Protection webpage for further details. 
You also have rights of access to the data the HEA holds about you.  This information can be obtained by an individual presenting with a photographic identification to the HEA. 
 
 
 
Data Retention  
Dundalk Institute of Technology will hold your data indefinitely to assist with your lifelong relationship with the Institute or until you ask us to do otherwise.  All records retained by the Institute are held in accordance with the Institute’s Records Management Schedule (available on website).   
If you exercise our right to erasure, we will retain a set of core personal data which for graduate will include: name, subjects studied, graduation details, date of birth, and your unique identification number so that we can assist you with any queries you may have in the future, to maintain your education details for reference and archive purposes but also to ensure that we do not contact you inadvertently in the future.  
The Institute may also need to retain some financial records about you for statutory purposes. 
We respect your right to request us to cease contact by any or all methods of communication or for any specific purpose. 
 
Collection and Sharing Data with HEA 
DkIT will send some of the information we hold about you to the HEA (Higher Education Authority).  This data forms your HEA student record, and allows them to perform their statutory functions under the Higher Education Authority Act 1971.  As part of these functions they share your student record with the following Departments:  
· Department of Education and Skills 
· Department of Enterprise Trade and Innovation 
· Department of Social Protection 
· Central Statistics Office  
Who use your HEA student record to perform their statutory functions connected with education in the Republic of Ireland.  Your HEA record will not otherwise be used in any way that affects you personally. 
The data sent to the HEA will come from the following: 
· Your student record data based on information collected from you at Registration. 
· Data from the voluntary Equal Access Survey. 
· Shortly after you graduate the Institute may contact you to request you to complete the HEA Graduate Outcomes Survey.  This is voluntary and we will not give your phone or email contact details used for this survey to the HEA. 
· During your time in DkIT you will be invited to participate in the Irish National Survey of Student Engagement.  Some of your information may be sent to the HEA to ensure that the survey is offered only to relevant target groups.  Your information may be matched to your survey responses ir order to allow for anonymous analysis or results. For example your gender or if you are in full time or part time studies. Your responses will be treated confidentially and no individual student will be identifiable in any reports or results generated as a result of this survey. 
 
What does the HEA further do with your data in more detail? 
The HEA uses the data for fact based statistical analysis to help understand the needs that higher education should meet, to promote equality of opportunity in higher education and to assist the government in developing future higher education policies and investment.  The HEA does this by linking the information from the Student record, the Equal Access Survey and Graduate Outcomes Survey through student ID number and or PPSN for more accurate statistical analysis to help improve education services and policies. 
 
HEA Publications: 
The HEA use the HEA student record to produce anonymised aggregate data in annual statistical publications.  These include some National Statistics publications and online management information services. 
 
Who the HEA shares your data with: 
The HEA shares records with other official bodies such as those listed above for the following purposes: 
 
Student Grant Application Verification 
The HEA will provide your student record to CDETB (SUSI) an agent of the Department of Education and Skills.  This record will include data on any previous enrolment in higher education in the Republic of Ireland.  The HEA record is provided for the purposes of verification of data supplied by students as part of grant applications, verifying that a student is enrolled or registered in accordance with the rules of an approved institution, assisting in the processing of applications for grants and determining an applicant’s eligibility for grant support under the education progression requirements of the Student Grant Scheme and the Student Support Act 2011. 
 
Statutory Statistical Functions: 
Central Statistics Office  
The CSO may also use the information contained in your student record to carry out their statutory functions of measuring population levels and monitoring public expenditure. 
Research, equal opportunity, journalism, other legitimate interest/public function 
· Student data is provided to the Department of Education and Skills to allow them carry out research and analysis using this data within the Department for example to look at the transition rate analysis and third level demand projections. 
· Student data such as PPSN, name, address, date of birth may be sent to the Department of Social Protection Client Identify Services to verify PPSN. 
· HEA administrative graduate data is linked via your PPSN to Revenue administrative employment data in the Central Statistics Office to analyse graduate outcomes in relation to sector and salary etc. 
· Anonymised aggregate non personal data to third parties:  
The HEA will supply anonymised aggregate data to third parties for the purposes of equal opportunities monitoring, Freedom of Information, research and journalism in the public interest.  This data on its own will not identify any individual. 
 
Equal Opportunities Monitoring – the HEA student record may contain details of ethnic group and disability.  This data is only used where it is needed to promote or maintain equality of opportunity or treatment between persons of different racial or ethnic origins or different states of physical or mental conditions. 
 
Research – This may be academic research, commercial research or other statistical research into education where this is of benefit to the public interest. 
 
Journalism – where the relevant publication would be in the public interest. 
 
Anonymised aggregate data for the above purposes is supplied by the HEA to the following types of users: 
 
· Local, regional and national government bodies who have an interest in higher education 
· Higher education sector bodies o Higher education institutions o Academic researchers and students o Commercial organisations (recruitment firms or graduate employers for example) 
· Unions o Non-government organisations and charities o Journalists 
Individuals cannot be identified from anonymised aggregate data. 
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Data Protection Notice for Staff, External Examiners, External Review Panel Members, Invigilators

This privacy notice explains how Dundalk Institute of Institute (DkIT) collects, stores, uses and shares your personal data. It also explains your rights in relation to the personal data we hold. DkIT is the Data Controller of your personal data and is subject to the Data Protection Acts 1988 to 2018 and the General Data Protection Regulation 2016/679. For further information on the Institute’s Data Protection Policies and Procedures, please see our website Privacy Statement / Privacy & Cookie Policy / Legal / DkIT - Dundalk Institute of Technology for information on your rights as a Data Subject, please see the website of the Data Protection Commission https://www.dataprotection.ie/ 

During the recruitment process, throughout your employment/engagement with us, and when your employment ceases, DkIT collects uses and stores (i.e., processes) your personal data. This data is collected from a variety of sources, mainly from yourself, but may also come from other sources e.g. your former employer(s) or your manager.  During the course of your employment/engagement, additional information may be added to your record.
The Institute may share information between different internal departments for operational reasons only as is necessary and proportionate for the purposes intended.
What information do we collect about you?

The types of personal data collected by DkIT include:
· Name, date of birth, nationality and telephone numbers
· Addresses (current and past)
· Staff ID Number
· PPS Number
· Email Address
· Gender
· Next of kin/emergency contact details
· Marital/Civil Partnership status
· Details of previous employers
· Previous salary
· Previous pension details
· Educational History and Qualifications
· Job application details
· Citizenship
· Work Permit number
· Financial information, including bank details (BIC, IBAN, Name & Address of Bank/Building Society), PRSI class, tax details
· Training Records
· Access Control Records
· PMDS
· Leave records
· Disability information
· Health information, including medical certificates
· Details of criminal convictions (incl. as provided through Garda Vetting/Criminal Conviction Declaration Form)
· Image in CCTV footage/photography/filming/Staff ID Card
· Disciplinary/grievance records
· Details of new employer for leavers who enter another Public Service employment
· CV
· IP address and the type of device you are using when visiting the DkIT website on a mobile device
· Car registration number for parking
· Call logs from work extension numbers

Some of the information about you that the Institute holds, such as health/medical details, is classified as Special Category Personal Data or sensitive personal data. 
In addition to the normal standards of confidentiality, we also carefully control access to sensitive data within the Institute so that it is only available to those staff who require it to perform their duties.
How do we use the information about you?

The Institute processes your personal data for normal employment purposes. The information we hold and process is used for our management & administrative duties. We keep and use it to enable us to fulfil our obligations as an employer, and manage our relationship with you effectively, lawfully and appropriately, during the recruitment process, while you are employed by us and after your employment ends in line with our Data Retention Policy.
Under data protection law, we are required to ensure that there is an appropriate Legal Basis for the processing of your personal data, and we are required to let you know what that legal basis is. The primary bases that we use are:
· processing that is necessary for the performance of our contract with you
· processing that is required under applicable law
· processing is necessary for the legitimate interests of the Institute or a third party and does not interfere with the rights and freedoms of individuals
· processing that is necessary in the public interest and
· processing where we have your consent.

Where the processing of your personal data is based on your providing consent, you have the right to withdraw consent at any time by contacting the department or service who obtained that consent, or the Institute’s Data Protection Office (contact details below).
The purposes for which DkIT may process your personal information include:

· Staff administration, including recruitment, appointment, training, promotion, progression, disciplinary matters, health, pension purposes and other employment related matters
· To administer Trade Union subscriptions
· Accounting & financial purposes, including pay, workforce planning & other strategic planning activities and to facilitate participation in schemes including Tax Incentive, Income Continuance, etc.
· Provision of wellbeing and support services 
· To administer voluntary surveys of staff opinion about your experience of the Institute
· To include photos and video in print and electronic materials (e.g. prospectus, brochures, website, etc.) for promotional, press, documentation and archival purposes.
· Recording lectures, presentations and meetings
· Internal & external auditing purposes
· To meet health & safety obligations and equality of opportunity monitoring obligations
· To fulfil the functions outlined in the Institute’s General Assessment Regulations and Academic Handbook for Quality Enhancement 
· For research projects (proposals, grants, budgets managed) 
· To comply with statutory reporting requirements
· To produce reports and aggregated statistics for management and research purposes in order to plan and improve services and where legally obliged to (e.g. Gender Pay Gap Information Act 2021) 
· To manage elections/voting for membership of Institute boards (electronic or manual)
· To maintain a proportionate CCTV system for the specific purposes outlined in the CCTV Policy
· To assist with law enforcement where required or authorised by law
· To respond to requests for information made under Data Protection legislation or Freedom of Information legislation.
· To manage ICT systems and password recovery.


Does DkIT share your data with any third parties?

Below are some examples of when the Institute will release data about you to third parties (i.e., outside DkIT) where we have a legitimate reason in connection with your employment/potential employment/former employment/engagement to do so or with your consent.
DkIT may share your relevant personal data with bodies including the following:
· Data Processors (sub-contractors used by DkIT in order to carry out a function for the Institute, e.g., cloud services provider Microsoft, Occupational Health Service)
· Academic Partners 
· Former employers for the purposes of obtaining references
· Department of Social Protection
· Department of Further and Higher Education, Research, Innovation and Science  
· Revenue Commissioners
· Interview Board members
· Department of Public Expenditure, NDP Delivery & Reform
· HSE Higher Education Authority (HEA)
· Comptroller & Auditor General
· Pension Authority
· Accounting firms for actuarial advice regarding pensions
· Internal and External Auditors
· Research sponsors and funding bodies
· Research and Academic Partners 
· Garda Vetting Unit
· Central Statistics Office (CSO)
· Trade Unions (if applicable)
· Schemes including Tax Incentive, Income Continuance, etc.
· External Professional Bodies for validation of credentials
· CCTV redaction service providers

This is not an exhaustive list and any other disclosures to third parties not listed here are made only where there is legitimate reason to do so and in accordance with the law.
What are your rights under Data Protection Law?

You have the following rights, subject to certain exemptions, in relation to your personal data: 
	Right
	Explanation 

	Information
	The right to be informed about the data processing the Institute does.

	Access
	The right to receive a copy of and/or access the personal data that the Institute holds about you. 

	Portability
	You have the right to request that the Institute provides some elements of your personal data in a commonly used machine-readable format in order to provide it to other organisations.

	Erasure
	The right to erasure of personal data where there is no legitimate reason for the Institute to continue to process your personal data. 

	Rectification
	The right to request that any inaccurate or incomplete data that is held about you is corrected. 

	Object to processing
	You can object to the processing of your personal data by the Institute in certain circumstances, including direct marketing material.

	Restriction of processing concerning the data subject
	You can request the restriction of processing of personal data in specific situations where: 
(iv) You contest the accuracy of the personal data
(v) You oppose the erasure of the personal data and request restriction instead
(vi) Where the Institute no longer needs the data but are required by you for the establishment, exercise or defence of legal claims. 

	Withdraw Consent
	If you have provided consent for the processing of any of your data, you have the right (in certain circumstances) to withdraw that consent at any time which will not affect the lawfulness of the processing before your consent was withdrawn. This can be done by contacting the Department who obtained that consent or the Institute’s Data Protection Office (contact details below).

	The right to complain to the Data Protection
Commissioner
	You have the right to make a complaint in respect of our compliance with Data Protection Law to the Office of the Data Protection Commissioner.



In order to exercise any of the above rights please contact us using the contact details set out below.

Data Retention

The Institute will retain your personal data in accordance with our Records Management, Retention and Destruction Policy. The policy operates on the principle that we keep personal data for no longer than is necessary for the purpose for which we collected it. It is also kept in accordance with any legal requirements that are imposed on us. This means that the retention period for your personal data varies depending on the type of personal data.
Security – How we Protect your Personal Data

The Institute is committed to ensuring that your personal data is secure and with the Data Processors who act on our behalf.  We are continuously taking technical and organisational steps to better protect your personal data.


Responsibilities of Institute Employees
  
As an employee/external examiner/panel member of the Institute, you have a responsibility for any personal data relating to other people that you may access while employed/engaged by the Institute. This responsibility is in addition to any obligations arising from professional ethics or the Code of Conduct for Staff.
Staff must be fully aware of the importance of reviewing email correspondence before its issue. Staff should safeguard that the correct intended recipient and attachments have been selected prior to the issue of all email correspondence.
Staff working remotely (e.g. from home or a hub) must ensure that technical and organisational measures have been implemented to ensure that personal data is kept confidential and secure.
Staff who knowingly and recklessly disclose personal data to anyone who is not entitled to receive it or to seek to obtain data to which they are not entitled are in breach of Data Protection legislation and may be subject to the Institute’s Disciplinary Procedures.

Website Privacy Policy

The DkIT website privacy policy explains how data may be gathered about users of the Institute’s website.

How DkIT will contact you

We may contact you by telephone, email or post. In order for us to have accurate information on record for you, it is important that you keep your contact details up to date. Please notify us if you change address or contact details.

Questions & Complaints

If you are unhappy with the Institute’s handling of your personal data, or believe that the requirements of data protection legislation may not be fully complied with, you should contact the Institute’s Data Protection Office in the first instance.  You also have the right to submit a complaint to the Data Protection Commissioner.

How to contact us

Data Controller:
Please contact us if you have any questions about the information we hold about you or to request a copy of that information.

Data Protection Officer, DkIT –
· By email: dataprotection@dkit.ie
· In writing: Data Protection Officer, Dundalk Institute of Technology, Dublin Road, Dundalk, Co Louth  A91 K584
· Tel: +353 42 9370221

Office of the Data Protection Commissioner:
· www.dataprotection.ie
· By email: info@dataprotection.ie
· In writing: Data Protection Commission, 21 Fitzwilliam Square South, Dublin 2, D02 RD28
· Tel: +353 57 868 4800 or +353 761 104 800
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Data Protection Notice for Recruitment Candidates

This privacy notice explains how Dundalk Institute of Institute (DkIT) collects, stores, uses and shares your personal data. It also explains your rights in relation to the personal data we hold. DkIT is the Data Controller of your personal data and is subject to the Data Protection Acts 1988 to 2018 and the General Data Protection Regulation 2016/679. For further information on the Institute’s Data Protection Policies and Procedures, please see our website Privacy Statement / Privacy & Cookie Policy / Legal / DkIT - Dundalk Institute of Technology for information on your rights as a Data Subject, please see the website of the Data Protection Commission https://www.dataprotection.ie/ 

As a candidate (job applicant) some of your personal data will be processed by the Institute. This data is collected from a variety of sources, mainly from yourself, but may also come from other sources e.g. your former employer(s), medical doctor. 
The Institute may share information between different internal departments for operational reasons only as is necessary and proportionate for the purposes intended.
What information do we collect about you?

The types of personal data collected by DkIT include:
· Name
· Date of birth (if provided)
· Nationality (if provided)
· Address
· Telephone number
· Email Address
· Details of previous employers
· Current Salary
· Schools/Colleges attended
· Qualifications
· Job application details and CV
· Citizenship and Work Permit number (if applicable)
· IP address and the type of device you are using when visiting the TU Dublin website on a mobile device

Some of the information about you that the Institute holds, such as health/medical details, is classified as Special Category Personal Data or sensitive personal data. Special Categories of personal data may be included in the following, such as:  

· Health Declaration Form (from the Pre-Employment Medical Examination) and health data for purposes of disability support and/or public health
· Information on criminal convictions and pending court cases (as provided through Garda Vetting or Criminal Conviction Declaration Form)
· Racial or ethnic origins (as image in CCTV footage or in Visa and immigration details)
 
If provided on a voluntary basis by the candidate at recruitment stage, the following Special Categories of personal data may be processed by the Institute for the purposes of monitoring our performance against our strategic goal to be an equal opportunities employer:
· Gender Identity
· Disability 
· Racial origin/ethnicity
In addition to the normal standards of confidentiality, we also carefully control access to sensitive data within the Institute so that it is only available to those staff who require it to perform their duties.
How do we use the information about you?

The Institute processes your personal data for normal employment purposes. The information we hold and process is used for our management & administrative duties. We keep and use it to enable us to fulfil our obligations as an employer, and manage our relationship with you effectively, lawfully and appropriately, during the recruitment process, while you are employed by us and after your employment ends in line with our Data Retention Policy.
Under data protection law, we are required to ensure that there is an appropriate Legal Basis for the processing of your personal data, and we are required to let you know what that legal basis is. The primary bases that we use are:
· processing that is necessary for the performance of our contract with you
· processing that is required under applicable law
· processing is necessary for the legitimate interests of the Institute or a third party and does not interfere with the rights and freedoms of individuals
· processing that is necessary in the public interest and
· processing where we have your consent.

Where the processing of your personal data is based on your providing consent, you have the right to withdraw consent at any time by contacting the department or service who obtained that consent, or the Institute’s Data Protection Office (contact details below).





Does DkIT share your data with any third parties?

Below are some examples of when the Institute will release data about you to third parties (i.e., outside DkIT) where we have a legitimate reason in connection with your employment/potential employment/former employment/engagement to do so or with your consent.
DkIT may share your relevant personal data with bodies including the following:
· Data Processors (sub-contractors used by the Institute order to carry out a function on behalf of the Institute, e.g. cloud services provider Microsoft, Occupational Health Service, etc.)
· Former employers (to obtain References with your consent)
· Interview Board members
· Internal and External Auditors
· Research funding bodies
This is not an exhaustive list and any other disclosures to third parties not listed here are made only where there is legitimate reason to do so and in accordance with the law.
What are your rights under Data Protection Law?

You have the following rights, subject to certain exemptions, in relation to your personal data: 
	Right
	Explanation 

	Information
	The right to be informed about the data processing the Institute does.

	Access
	The right to receive a copy of and/or access the personal data that the Institute holds about you. 

	Portability
	You have the right to request that the Institute provides some elements of your personal data in a commonly used machine-readable format in order to provide it to other organisations.

	Erasure
	The right to erasure of personal data where there is no legitimate reason for the Institute to continue to process your personal data. 

	Rectification
	The right to request that any inaccurate or incomplete data that is held about you is corrected. 

	Object to processing
	You can object to the processing of your personal data by the Institute in certain circumstances, including direct marketing material.

	Restriction of processing concerning the data subject
	You can request the restriction of processing of personal data in specific situations where: 
(vii) You contest the accuracy of the personal data
(viii) You oppose the erasure of the personal data and request restriction instead
(ix) Where the Institute no longer needs the data but are required by you for the establishment, exercise or defence of legal claims. 

	Withdraw Consent
	If you have provided consent for the processing of any of your data, you have the right (in certain circumstances) to withdraw that consent at any time which will not affect the lawfulness of the processing before your consent was withdrawn. This can be done by contacting the Department who obtained that consent or the Institute’s Data Protection Office (contact details below).

	The right to complain to the Data Protection
Commissioner
	You have the right to make a complaint in respect of our compliance with Data Protection Law to the Office of the Data Protection Commissioner.



In order to exercise any of the above rights please contact us using the contact details set out below.

Data Retention

The Institute will retain your personal data in accordance with our Records Management, Retention and Destruction Policy. The policy operates on the principle that we keep personal data for no longer than is necessary for the purpose for which we collected it. It is also kept in accordance with any legal requirements that are imposed on us. This means that the retention period for your personal data varies depending on the type of personal data.
Security – How we Protect your Personal Data

The Institute is committed to ensuring that your personal data is secure and with the Data Processors who act on our behalf.  We are continuously taking technical and organisational steps to better protect your personal data.
Website Privacy Policy

The DkIT website privacy policy explains how data may be gathered about users of the Institute’s website.





How DkIT will contact you

We may contact you by telephone, email or post. In order for us to have accurate information on record for you, it is important that you keep your contact details up to date. Please notify us if you change address or contact details.

Questions & Complaints

If you are unhappy with the Institute’s handling of your personal data, or believe that the requirements of data protection legislation may not be fully complied with, you should contact the Institute’s Data Protection Office in the first instance.  You also have the right to submit a complaint to the Data Protection Commissioner.

How to contact us

Data Controller:
Please contact us if you have any questions about the information we hold about you or to request a copy of that information.

Data Protection Officer, DkIT –
· By email: dataprotection@dkit.ie
· In writing: Data Protection Officer, Dundalk Institute of Technology, Dublin Road, Dundalk, Co Louth  A91 K584
· Tel: +353 42 9370221

Office of the Data Protection Commissioner:
· www.dataprotection.ie
· By email: info@dataprotection.ie
· In writing: Data Protection Commission, 21 Fitzwilliam Square South, Dublin 2, D02 RD28
· Tel: +353 57 868 4800 or +353 761 104 800
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The Institute is responsible for the processing of a significant volume of information across each of its Schools and Functions.  It is vital that everyone is aware of their responsibilities in relation to data protection and Freedom of Information as follows:
· It is the responsibility of each School and Function to ensure this information is processed in a manner compliant with the relevant data protection legislation and guidance. 
· The Institute has an appointed Data Protection Officer (‘DPO’) who is available to Schools and Functions to provide guidance and advice pertaining to this requirement. 
· All Staff and other persons charged with maintaining information on behalf of the Institute must appropriately protect and handle information in accordance with the information’s classification system and in line with best practice as dictated by Freedom of Information legislation - effective maintenance of organizational records to ensure efficient search and retrieval of records as required.
· Confidential Information requires the greatest protection level (e.g. personal data).
This Policy shall not be interpreted or construed as giving any individual rights greater than those, which such person would be entitled to under applicable law and other binding agreements.
2. [bookmark: _Toc139355169]PURPOSE

The purpose of this policy is to ensure that the Institute applies retention periods appropriately and retains data only for the period for which it is allowed under these new retention periods. It sets out the procedures that should be in place and puts responsibility on each School and Function to ensure that the Institute remains compliant with this area of the regulation. This policy should be read in tandem with the Institute’s Records Management Policy.
3. [bookmark: _Toc139355170]SCOPE

This policy applies to:
· Any person who is employed by Dundalk Institute of Technology who receives, handles or processes data in the course of their employment.
· Any student  of  Dundalk Institute of Technology  who receives, handles, or processes data  in  the  course  of  their  studies  for administrative, research or any other purpose.
· Third party companies (data processors) that receive, handle, or process data on behalf of Dundalk Institute of Technology. 
4. [bookmark: _Toc511289183][bookmark: _Toc511289217][bookmark: _Toc511289573][bookmark: _Toc511291597][bookmark: _Toc511289188][bookmark: _Toc511289222][bookmark: _Toc511289578][bookmark: _Toc511291602][bookmark: _Toc511289189][bookmark: _Toc511289223][bookmark: _Toc511289579][bookmark: _Toc511291603][bookmark: _Toc511289190][bookmark: _Toc511289224][bookmark: _Toc511289580][bookmark: _Toc511291604][bookmark: _Toc511289191][bookmark: _Toc511289225][bookmark: _Toc511289581][bookmark: _Toc511291605][bookmark: _Toc511289192][bookmark: _Toc511289226][bookmark: _Toc511289582][bookmark: _Toc511291606][bookmark: _Toc511289193][bookmark: _Toc511289227][bookmark: _Toc511289583][bookmark: _Toc511291607][bookmark: _Toc511289194][bookmark: _Toc511289228][bookmark: _Toc511289584][bookmark: _Toc511291608][bookmark: _Toc511289195][bookmark: _Toc511289229][bookmark: _Toc511289585][bookmark: _Toc511291609][bookmark: _Toc511289196][bookmark: _Toc511289230][bookmark: _Toc511289586][bookmark: _Toc511291610][bookmark: _Toc511289197][bookmark: _Toc511289231][bookmark: _Toc511289587][bookmark: _Toc511291611][bookmark: _Toc511289198][bookmark: _Toc511289232][bookmark: _Toc511289588][bookmark: _Toc511291612][bookmark: _Toc511289199][bookmark: _Toc511289233][bookmark: _Toc511289589][bookmark: _Toc511291613][bookmark: _Toc511289202][bookmark: _Toc511289236][bookmark: _Toc511289592][bookmark: _Toc511291616][bookmark: _Toc511289203][bookmark: _Toc511289237][bookmark: _Toc511289593][bookmark: _Toc511291617][bookmark: _Toc139355171][bookmark: _Toc312315291]POLICY

[bookmark: _Toc479776361][bookmark: _Toc479776383][bookmark: _Toc479776373][bookmark: _Toc479776395]This policy should not be viewed in isolation. Rather, it should be considered as part of the Dundalk Institute of Technology suite of Data Protection policies and procedures (see Appendix B for full list).

Institute policy is to retain and dispose of information in compliance with legal and regulatory requirements together with this Data Retention Policy and related policies. 

In particular:
· Data Protection legislation only applies to a living individual’s personal information, e.g. student or staff information (potential, current or past). Commercial requirements may drive disposal of other information, not covered by Data Protection legislation.  
· Data Protection legislation is not the only body of legislation, which prescribes minimum retention periods for certain, types of information.  Other legislation or regulations should also be considered when defining minimum retention requirements (e.g. legislation requiring retention of employee records or financial information). Schools and Functions must confirm which retention requirement defines appropriate retention periods.
· From a Data Protection legislation point of view, this document only deals with those parts, which relate to information retention, disposal and retrieval.

[bookmark: _Toc139355172]4.1	Information Retention and Disposal (see as reference: Records Management Policy / Record Keeping Guidelines)
Schools and Functions must define appropriate Management Processes to comply with information management policy, legal and regulatory requirements, international standards, and best practices. 

These processes must be:
· Based on the information owner’s approval of these information use processes.
· Sufficiently flexible to address the range of bases on which personal data may be processed. 
· Cognisant of other departments’ dependence on any retained or disposed information.
· Use appropriate security requirements based on School and Function information classification levels.
· Include appropriate retention mechanisms facilitating reasonable retrieval times to support Institute business, regulatory or disposal requirements. 
· Use and maintain appropriate and durable information retention/retrieval mechanisms to prevent damage, degradation or unauthorised alteration and ensure retrieval at any time. 

Schools, Functions and Information Owners must develop, maintain, procure and manage information retention and disposal procedures, mechanisms, facilities and services to ensure that they are effective. 

Each School/Function and Information Owner must manage the information, including assessment, storage, retrieval and disposal in accordance with this policy and related policies in order to ensure that the information is retained for the appropriate period, in a manner, which befits its sensitivity and value to the Institute. 

Schools and Functions shall also ensure that all retained information, within their area of responsibility is:
· Identified, recorded, and assessed to ensure that it is appropriately managed throughout the retention and disposal life cycle. 
· Subject to appropriate information management procedures throughout the retention and disposal life cycle.
· Subject to periodic procedure effectiveness reviews.


Schools and Functions must also:

· Communicate all changes to relevant parties. 
· Ensure that all students, staff, vendors, independent contractors, consultants and other DkIT IT resource users, charged with managing retained information, are familiar with and trained on all relevant procedures / aware of their responsibilities. 
· Take steps to prevent information being destroyed in accordance with the minimum retention periods if it becomes apparent that these steps are necessary in the particular circumstances (e.g. provide timely notification to students, staff, vendors, independent contractors, consultants or entities that use DkIT IT resources, when information is required to be retrieved to support investigations or litigation) 
· Retrospectively assess existing information, stored prior to this policy implementation to ensure appropriate documentation, management and disposal. 
· Report any inability to comply with this policy via the regular Risk Management processes for their School or Function. 

Each School and Function must complete their Retention Schedule, documenting all information categories required for retention within its responsibility (See Appendix A for Data Retention Schedule template). In particular

· Establish appropriate retention requirements for each category.
· Review and update this inventory regularly or post significant change introduction.
 
Schools and Functions must refer all retention period ambiguities to the DPO and/or Legal Services prior to information disposal. When deciding upon an acceptable retention period, the decision should be grounded on an appropriate legal basis where appropriate. Schools and Functions should not hold data for longer than is necessary.

Schools and Functions must contractually ensure that all Contractors and external service providers manage information retention services in such a manner as to 
· Minimise risk to the Institute, its employees and its (potential, past, or current) students.
· Ensure that contractors or external service providers allow reasonable audits and inspections access. 
· Include, as a minimum, provisions for non-compliance with defined policies and standards, malicious or negligent activities by their employees or agents, and termination of agreement. 
· Ensure that Institute information and related records, on which the Institute is reliant, are available and appropriately protected until the period of reliance has elapsed.

Schools and Functions personnel must report non-compliance instances to the:
· Manager responsible for a School/Function and
· Institute  DPO 

4.2 Electronic Records 

· In the case of electronic records where the Institute IT Services maintains the computer equipment, the School and Functional area, which creates/maintains these records, must formally agree backup and recovery procedures with IT Services (as provided for in the Institute Information Security Policy 2019. This is to ensure that there is no ambiguity as to which office is responsible for records in the event of hardware failure or accidental deletion of records. 

· The Head of the academic/functional area concerned must maintain, where electronic records are kept on systems not maintained by IT Services, a formal inventory of such records. 

· Staff are reminded that electronic records should be classified in accordance with the Institute’s Data Governance Policy and should be handled (stored, transferred, accessed) in accordance with the Institute’s Data Protection Policy. Staff should ensure that they are familiar with these policies and other applicable IT Services policies and procedures, as this Retention Policy is to be read in conjunction with same.
4.3 [bookmark: _Toc512268564][bookmark: _Toc512348200][bookmark: _Toc512268565][bookmark: _Toc512348201][bookmark: _Toc139355173] IT Role and Responsibilities

IT shall:
· Review and provide policy input and relevant related documentation, e.g. IT, policies, standards and guidelines. 

· Ensure that the technical aspects of the information retention and disposal requirements, as defined by the Information Owner are met, including monitoring of the service provided. 

· Support the Information Owner or their representative with those aspects of the Data Retention Schedule, which relate to electronic information. 

· Ensure that all copies made of information, within the scope of this policy, whether for development or test purposes, or for internal or external use, are subject to, as a minimum, the same controls as the original information. 

· Manage Institute information, in compliance with this policy and other related standards.

· Monitor the supporting processes to ensure ongoing compliance.

· Notify the Information Owner or his/her nominated representative of any non-compliance discovered. 

· Ensure that staff or agents acting on their behalf are fully familiar with and trained on all of the relevant policies and procedures and that they are aware of their responsibilities. 

· Provide supporting evidence of compliance on request to the Information Owner and DPO. 

· Allow appropriate access to the Information Owner or their appointed representatives. 

4.4 [bookmark: _Toc139355174] DPO Roles and Responsibilities 

The DPO shall
· Establish and maintain effective policies, standards and guidelines relevant to information retention and disposal. 

· Distribute relevant documents to Schools and Functions including policy or related standards/guidelines updates. 

· Periodically review all relevant policies and related standards/guidelines for effectiveness. 

· Provide relevant advice and support to Schools and Functions to assist them in achieving and retaining policy/standards compliance. 

· Monitor policy and standards compliance and ensure that School and Function plans provide for this compliance. 

· Approve any compliance exceptions.

· Assist any breaches in data protection that occur in conjunction with the relevant School/Function personnel.

4.5 [bookmark: _Toc139355175]Legal Services Roles and Responsibilities 

Based on request for the Institute, the Institute appointed Solicitor shall if required:
· Review and provide policy input and related documentation, e.g. standards and guidelines. 

· Provide information retention and disposal legal advice to DPO, Schools and Functions. 

· Assist Schools and Functions with contract drafting relating to external service providers providing information retention and disposal services.

4.6 Litigation Holds  

What is a Litigation Hold? 

The Institute requires all Institute Personnel to fully comply with the general guidance set out in this Retention Policy and the specific retention periods set out in each unit specific Data Retention Schedule. 

All Institute Personnel should note the following general exception to any stated destruction schedule: if the President’s Office  and/or the HR Department informs you, that certain Data held by the Institute is relevant to current litigation, potential litigation (that is, a dispute that could result in litigation), government investigation, audit or other event, the School/Functional area must preserve and not delete, dispose, destroy or change such data, including e-mails, until the Institute President and/or the HR Department determines that such data is no longer needed. 

This exception is referred to as a “Litigation Hold”, and takes priority over any previously or subsequently established destruction schedule for those records. If any Institute Personnel believe this exception may apply, or have any questions regarding whether it may possibly apply, please contact the President’s Office and/or the HR Department.



What to do when notified of a Litigation Hold.
 
The destruction of data must stop immediately upon notification from the Institute President’s Office and/or the HR Department that a litigation hold is to begin due to ongoing or potential litigation or an official investigation. Destruction may begin again once the President’s Office and/or the HR Department, as appropriate, has confirmed that the relevant litigation hold has been lifted
5. [bookmark: _Toc139355176]POLICY COMPLIANCE
[bookmark: _Toc511925520][bookmark: _Toc511925662][bookmark: _Toc139355177]5.1		Compliance
Breaches of this policy may result in infringement of Freedom of Information legislation, data breaches under data protection legislation, reputational damage to Dundalk Institute of Technology and an infringement of the rights of employees / students or other relevant third parties. 

[bookmark: _Toc139355178]5.2 	Compliance Exceptions
Any exception to the policy shall be reported to the Data Protection Officer in advance.

[bookmark: _Toc139355179]5.3	 Non-Compliance
Failure to comply with this policy may lead to disciplinary action being taken in accordance with the Institute’s disciplinary procedures. Failure of a third party contractor (or subcontractors) to comply with this policy may lead to termination of the contract and/or legal action. 
Non-compliance shall be reported to the Data Protection Officer.













[bookmark: _Toc139355180]Appendix A – Data Retention Schedule 

Below is the Data Retention Schedule for DkIT. The Retention period for each record must have an associated legal basis noted.  For personal data held, it shall be in accordance with GDPR legislation and utilising one (or more) of the six legal basis used for processing such data.  For other Institute records, the legal basis may be GDPR related but also may rely on other various legislation applicable to that type of record. The aim of defining a retention or destruction schedule or procedures for specific categories of records is to ensure legal compliance.

In relation to personal data, Article 5 (e) of the GDPR states that personal data shall be kept for no longer than is necessary for the purposes for which it is being processed. There are some circumstances where personal data may be stored for longer periods (e.g. archiving purposes in the public interest, scientific or historical research purposes).

Recital 39 of the GDPR states that the period for which the personal data is stored should be limited to a strict minimum and that time limits should be established by the data controller for deletion of the records (referred to as erasure in the GDPR) or for a periodic review.

The table below is not intended to be a very comprehensive list of retention periods to be implemented by Schools/Functions in the Institute. There are differences between Schools and Functions in terms of the volume and type of data both personal and non-personal that they collect. Furthermore, the classification of data is not consistent across the Institute and the purposes for which it is used may vary. It is up to School and Function managers to further determine the records within their domain and this Schedule with assist that determination.

The table is intended as a general guide to inform Institute decisions about retention periods. Schools and Functions should review their own retention periods in tandem with the information set out below and implement or adjust in accordance with their own requirements.

	RECORD TYPE
	RETENTION PERIOD
	LEGAL BASIS FOR RETENTION

	Governance Records
	
	

	Governing Body and subcommittees - minutes and other records 
	Indefinitely
	S.20 Regional Technical Colleges Act, 1992 provides for the inspection of the Institute by officers authorized by the Minister who shall be afforded the opportunity to access records. 
It is necessary to retain corporate records for the purposes of running the Institute and demonstrating compliance with the Institute’s statutory obligations. 

	Minutes of Leadership Team and Management meetings
	Indefinitely
	As above.

	Academic Council Elections
	6 months after the duration of the Council
	As per Institute’s statutory obligations and in line with DP principle of data minimisation.

	Academic Regulations
	Indefinitely
	It is necessary to retain corporate records for the purposes of running the Institute and demonstrating compliance with the Institute’s statutory obligations.

	Strategic Plans
	Indefinitely
	It is necessary to retain corporate records for the purposes of running the Institute and demonstrating compliance with the Institute’s statutory obligations to prepare such plans (section 21(c) Regional Technical Colleges Act,1992).

	Members of Governing Body/Presidents’ Letters of appointment/contract
	7 years from date of expiry or termination of appointment/contract
	Statute of limitations for a breach of contract claim plus 1 Year to allow time to receive notice of the claim. 

	Annual Governance Statement & Statement of Internal Controls
	Indefinitely
	It is necessary to retain corporate records for the purposes of running the Institute and demonstrating compliance with the Institute’s statutory obligations.

	Institute Policies and Procedures
	Retain current until superseded
	 n/a

	Ethics in Public Office records
	Indefinitely
	It is necessary to retain corporate records for the purposes of running the Institute and demonstrating compliance with the Institute’s statutory obligations.

	Institute Risk Register
	7 years after superseded
	It is necessary to retain corporate records for the purposes of running the Institute and demonstrating compliance with the Institute’s statutory obligations.

	Accounting and Finance Records
	

	Budget reports
	7 years 
	Section 16, RTC Act 1992

	Fixed Assets Register
	7 years 
	Used as input to financial statements.
It is necessary to retain corporate records for the purposes of running the Institute and demonstrating compliance with the Institute’s statutory obligations.

	Records documenting the preparation of statutory accounts
	6 years after the end of the financial year containing the latest date to which the record, information or return relates.
	Section 16, Regional Technical Colleges Act, 1992; as informed by Section 286, Companies Act 2014 (see above).

	Annual Financial Statements
	6 years after the end of the financial year containing the latest date to which the record, information or return relates.
	Section 16, Regional Technical Colleges Act, 1992; as informed by Section 286, Companies Act 2014 (see above).

	Audit files as prepared for the Comptroller and Auditor General
	6 years after the end of the financial year containing the latest date to which the record, information or return relates.
	Section 16, Regional Technical Colleges Act, 1992; as informed by Section 286, Companies Act 2014 (see above). 

	Records documenting the conduct and results of financial audits, and action taken
	6 years after the end of the financial year containing the latest date to which the record, information or return relates.
	Section 16, Regional Technical Colleges Act, 1992; as informed by Section 286, Companies Act 2014 (see above).

	Records documenting the receipt and payment of purchase invoices

	6 years from the termination of obligations under the agreement. 
	Section 886 of the Taxes Consolidation Act, 1997
(see Revenue Operational Manual Part 38.03.17)

	Records documenting the issue of sales invoices, student tuition and fee income, state grant income and the processing of incoming payments (where relevant)
	6 years from the termination of obligations under the agreement or arrangement. 
	Section 886 of the Taxes Consolidation Act, 1997
(see Revenue Operational Manual Part 38.03.17)


	Records of the handling of petty cash
	6 years from the date of the relevant payment. 

	Section 886 of the Taxes Consolidation Act, 1997
(see Revenue Operational Manual Part 38.03.17)

	Records of opening, closing & routine administering of bank accounts
	Indefinitely
	It is necessary to retain corporate records for the purposes of running the Institute and demonstrating compliance with the Institute’s statutory obligations.

	Records of standing orders, direct debits
	6 years after the end of the financial year containing the latest date to which the record, information or return relates.
	Section 16, Regional Technical Colleges Act, 1992; as informed by Section 286, Companies Act 2014 (see above).

	Records of routine bank account, deposits, withdrawals, transfers (paying-in slips, transfer instructions, bank statements etc.)
	6 years after the end of the financial year containing the latest date to which the record, information or return relates.
	Section 16, Regional Technical Colleges Act, 1992; as informed by Section 286, Companies Act 2014 (see above).

	Legal Records
	

	Agreements and contracts under seal (by deed)
	13 years from the termination of obligations under the agreement (in order to be able to rely on the deed in legal proceedings based on the deed). 
We recommend that deeds be assessed on a case by case basis depending on the importance of the underlying agreement and potentially retained for much longer than 13 years.
	Section 11 of the Statute of Limitations 1957 (as amended) plus 1 Year to allow time to receive notice of the claim.

	Other agreements and contracts
	7 years from termination of contract
	Statute of limitations for a breach of contract claim plus 1 Year to allow time to receive notice of the claim.

	Records documenting the provision of legal support and representation in dealing with claims, which do not proceed to litigation or are settled by an agreement.
	Indefinitely
	It is necessary for the Institute to be in a position to comply with its obligations under settlement agreements and to defend potential claims in circumstances where the Institute is on notice that an individual may in future proceed to litigation. 

	Records documenting litigation between the Institute and third parties where legal precedents are set.
	Indefinitely
	The Institute must be in a position to ensure ongoing compliance with its legal obligations 

	Records documenting litigation between the Institute and third parties, which do not set legal precedents.
	Indefinitely
	It is necessary for the Institute to be in a position to comply with its obligations imposed by courts and to defend potential claims in circumstances where the Institute is on notice that an individual may in future proceed to litigation. 

	Records documenting legal advice requested by, and provided to, the Institution relating to e.g. :-                               - interpretation of legislation affecting the Institute's legal framework, governance, responsibilities or operations;                                                                                           - the Institute's relationships with government bodies 
	Indefinitely
	It is necessary for the Institute to be in a position to act in accordance with its legal obligations and to have the ability to retain legal advice where necessary in a cost efficient manner.

	Records documenting the acquisition or disposal of ownership of properties.
	For the duration of the ownership of the property and potentially indefinitely thereafter, depending on the circumstances
	Real Estate Documents should not be destroyed until a case-by-case assessment of their continued relevance has been undertaken (having obtained appropriate legal advice).

	Deeds and certificates of title for properties owned by the company.
	For the duration of the ownership of the property
	Real Estate Documents should not be destroyed until a case-by-case assessment of their continued relevance has been undertaken (having obtained appropriate legal advice).

	Records documenting negotiations for properties where the property was not acquired.
	7 years
	Statute of limitations for a breach of contract claim plus 1 Year to allow time to receive notice of the claim.

	Tax Records
	

	Records documenting the preparation and filing of tax returns
	Returns and statutory filings: 6 Years from the end of the tax year to which they relate.
Note: Depending on the nature of any rulings or specific guidance, it may be prudent for these to be kept indefinitely. – e.g. where the Institute is instructed to take a particular course of action by a Local Tax Office/the Revenue Commissioners. 
	Section 886 of the Taxes Consolidation Act 1997

	VAT Records
	6 years from the date the record was made.
	Section 84 of the Value Added Tax Consolidation Act 2010
Part 5, Revenue Guide to VAT. http://www.revenue.ie/en/tax/vat/guide/records.html

	Assessment of Tax liabilities
	7 years
	No specific statutory provision applies but best practice is to retain such documents for the period under the Statute of Limitations plus 1 Year to allow for receipt of notice of a claim

	Insurance Records
	

	Records documenting the arrangement and renewal of all insurance policies
	 7 years
	To ensure Institute is in a position to ensure ongoing compliance with its legal obligations and allow for potential claims.

	Records documenting claims made under insurance policies
	7 years from settlement, award or withdrawal of claim
	As above

	Procurement Records
	

	Tender documents 
	7 years
	It is necessary to retain corporate records for the purposes of running the Institute and demonstrating compliance with the Institute’s statutory obligations.
Section 16, Regional Technical Colleges Act, 1992; as informed by Section 286, Companies Act 2014

	Contracts for services
	7 years post completion of the contract
	As above

	Commercial contracts
	7 years
	As above

	Unsuccessful tender documentation
	7 years
	As above

	Enterprise & Innovation
	

	Enterprise centre and incubation centre client records
	Duration of relationship plus 1 year
	Administration of relationship with clients

	Secondary School Student programmes
	6 months 
	Administration of programmes

	Enterprise centre advisory board members
	Duration of membership plus 1 year
	Statute of Limitations for a breach of contract claim plus 1 year to allow time for receipt of notice of the claim

	Erasmus projects
	5 years post contract (or as specified in contract)
	Administration of programmes

	Research
	

	Postgraduate Research Student Files (application forms, proposals, progress reports, examiner reports, external reviews, stipend payments, etc.)
	2007-2013 (retain until 2022); 2014-2020 (retain until 2029), etc.
	Article 90 of Council Regulation (EC) No 1083/2006 for the 2007-2013 Programme; Article 140 of Council Regulation (EC) No 1303/2013 for the 2014-2020 Programme

	Student Lists, attendance sheets, etc.
	18 months post-graduation
	Legitimate interest of Institute

	Theses
	Indefinitely
	Record of Institute/academic record

	Staff CVs
	Duration of employment unless requested otherwise. Updated every 5 years
	Administration of research programmes

	Minutes of meetings (e.g. admission meetings, postgraduate review group, etc.) 
	5 years
	As above

	Externally and Self-Funded Projects
	As set down by the funder
	Administration of Programmes



	Human Resources Records 
HR Records: Kept on the employee file
Insofar as records are kept on the employment file, the employee file should not be altered to satisfy the separate statutory retention requirements for these records. 
Generally, data required for the implementation and management of pension arrangements should be kept separately from the employee file. However, where this is not kept separately, the employee file should be reviewed at the end of the minimum retention period to allow this data to be extracted for the separate retention period.

	Staff Personnel Files

	Duration of employment plus 7 years.
Retain service records indefinitely for superannuation/pension purposes.
	Statute of limitations for a breach of contract claim plus 1 Year to allow time to receive notice of the claim.


	Annual/Sick Leave Records 
	Duration of employment plus 7 years.
	Statute of limitations for a breach of contract claim plus 1 Year to allow time to receive notice of the claim.

	Protected Leave - unpaid Maternity Leave, any kind of exceptional unpaid leave as this relates to pension records adjustments. Paid Maternity and Paternity leave, Parental leave, Carer’s leave, Force Majeure Leave.
	8 years after the end of the tax year in which the paternity or parental period ends or 7 years after employment ceases, whichever is longer
 
	Statute of limitations for a breach of contract claim plus 1 Year to allow time to receive notice of the claim.
Section 17, Paternity Leave and Benefits Act 2016; Section 27 of the Parental Leave Act 1998, Section 31 Carer’s Leave Act 2001

	Vacancy notification
Advert copies
Job descriptions
	Indefinitely
	This is part of the Institutional record

	Shortlisting Reports
Interview Report – panel recommendation & marking sheet.
	Indefinitely
	This is part of the Institutional record.

	Job applications and CVs – both internal and external candidates.   
	In some cases, a ranked panel of suitable applicants is retained for 1 year from the date of interview. 
	Statute of limitations for a claim under the Employment Equality Acts 1998 - 2015 plus 6 months, to allow time to receive notice of claim.

	Competition files

	Retain for 1 year after competition is completed.
Records relevant to applicants will be treated according to whether they were successful or unsuccessful as detailed below.
	Under Employment Equality Legislation, a candidate/employee who believes they have suffered discrimination on one of the nine grounds can refer a case to the Equality Tribunal for investigation within 6 months of last alleged act. 
Data Protection Commission recommends 12 months.

	Pre-employment references
	Once probation has been successfully completed
	Under the DP principle of data minimisation. 

	Candidates not qualified or shortlisted
	18 months after notifying candidates 
	Statute of limitations for a claim under the Employment Equality Acts 1998 - 2015 plus 6 months, to allow time to receive notice of claim.

	Candidates shortlisted but not successful at interview or who are successful but do not accept offer
	18 months after competition is completed
	Statute of limitations for a claim under the Employment Equality Acts 1998 - 2015 plus 6 months, to allow time to receive notice of claim.

	Progression Board assessment report files
	Duration of employment plus 7 years
	To satisfy the time limits for any potential legal action arising.

	Staff Pre-employment medical examinations.  
	2 years after appointment
	Under the DP principle of data minimisation. 

	Staff In-service medical examinations.  
	Duration of employment plus 7 years.
	Statute of limitations for a breach of contract claim plus 1 year to allow time to receive notice of the claim.

	Staff ID cards across the Institute showing photo and ID number
	Duration of employment plus 7 years for photo. ID held indefinitely as id marker.
	Contractual basis

	Staff Personal email addresses and personal telephone numbers, both landline and mobile
	Duration of employment plus 7 years.
	Contractual basis, necessary to contact staff during exams, assessments etc., for the purposes of teaching and learning. 

	Workplace Relations Commission ruling
	7 years from date of ruling
	May affect terms & conditions of employee(s)

	Work permits/visa information
	Information relating to the employment holder must be kept for a period of 5 years 
or 
If the non-EEA national remains in employment for longer than 5 years from the date of the permit, then for the duration of such employment.
	Section 27, Employment Permits Act 2006


	Staff Appraisal Records & Disciplinary Action
	7 years after employment ceases

	Statute of limitations for a breach of contract claim plus 1 year to allow time to receive notice of the claim.

	Collective agreements, including past agreements that could affect present employees	
	Indefinitely
	These form part of the terms and conditions of all employees. 

	Records relating to collective redundancies (including records that would not necessarily form part of the employees’ personnel file).
	3 years from the date of the collective redundancies
	Protection of Employment Acts 1977 – 2014

	Industrial relations: minutes of meetings.  Correspondence with local/national union reps., negotiations and agreements with employment, contractual and other implications i.e. flexi time; correspondence with the Department of Education & Skills (DOES), and the Technological Higher Education Association (THEA)
	Permanently
	May affect terms & conditions of employee(s) and forms part of Institute records.

	HR Policies and Procedures
	Permanently
	Forms part of Institute records

	Pension/Superannuation Records

	Pension plan and schemes and documents relating to pension schemes
	In relation to individual member documents, 7 years after the death of the member and/or spouse/children/other beneficiary
In relation to general governing documents (e.g. Scheme Rules, etc.), indefinitely
	Statute of limitations for a breach of contract claim plus 1 year to allow time to receive notice of the claim.
Necessary period to allow effective administration of the scheme and subsequent schemes

	Superannuation – Certificates of Service and Benefit Statements
	Permanently
	Requirement under Pensions Regulations?

	Garda Vetting Process

	Vetting Records for both staff and students.  
Proof of ID seen and copied by HR vetting officer.                 Official response originating from Garda Vetting Bureau.
	Length of staff employment or student studies plus 1 year or until superseded by another vetting report.

	It is a requirement of the Garda Vetting Bureau that copies of the proof of ID records produced to HR are kept:  1. to show that ID was verified and 2. for audit purposes.
Legal obligation

	Payroll Records
	

	Pay Scales 
	Permanently
	Legal obligation to maintain records

	Copy payslips
	Permanently
	Legal obligation to maintain records

	Payroll and salary records including Timesheets (weekly, monthly and part-time staff)
	7 years after employment ceases 
or 7 years from the financial year-end in which payments were made, whichever is longer
	Statute of limitations for a breach of contract claim plus 1 year to allow time to receive notice of the claim.
Section 22, National Minimum Wage Act 2000

	Employee bank details
	While employment continues and up to six months after employment ends
	Necessary period to effectively administer payments due to the employee on foot of their contract of employment.

	Records of staff expenses
	7 years after employment ceases
	Statute of limitations for a breach of contract claim plus 1 year to allow time to receive notice of the claim. 

	Payroll instructions from HR
	6 years following the end of the financial year to which the record relates or in which the record is created, whichever is the later
	Legitimate interests of Institute 

	P30s - monthly return to Revenue Commissioners. 
	6 years following the end of the financial year to which the record relates or in which the record is created, whichever is the later
	Legitimate interests of Institute 

	P35s and P60s
	6 years following the end of the financial year to which the record relates or in which the record is created, whichever is the later
	Legitimate interests of Institute and necessary for performance of obligations arising from employer/employee relationship

	Deduction forms, returns and reports on non-statutory deductions from wages and salaries including lists of amounts paid over to third parties i.e. VHI, Unions, AVCs etc.
	6 years following the end of the financial year to which the record relates or in which the record is created, whichever is the later
	Legitimate interests of Institute and necessary for performance of obligations arising from employer/employee relationship

	Returns and reports to Revenue, HEA and other external bodies such as Office of Government Procurement, Financial Returns, Withholding Tax, RCT (Relevant Contracts Tax ), etc.
	6 years following the end of the financial year to which the record relates or in which the record is created, whichever is the later
	Legitimate interests of Institute 

	SAF (Student Assistance Fund) payments
	6 years following the end of the financial year to which the record relates or in which the record is created, whichever is the later
	Legitimate interests of Institute 

	Student Records
	

	Records of Successful Applicants
	Duration of Study plus 1 year
	Necessary for the performance of obligations arising from the student/Institute relationship

	Records of Unsuccessful Applicants
	18 months
	Statutory Limitation period for a claim under the Equal Status Acts 2000 – 2015, plus six months to allow time for receipt of notice of the claim

	Student Discipline Records - Minor Offences
	Duration of study plus 1 year
	Statute of Limitations for a breach of contract claim plus 1 year to allow time for receipt of notice of the claim

	Student Discipline Records - Major Offences
	Duration of study plus 7 years
If the major offence is a matter of public importance, it may be necessary to keep these records for longer. 
	Statute of Limitations for a breach of contract claim plus 1 year to allow time for receipt of notice of the claim
If the major offence is a matter of public importance, it may be necessary in the legitimate interests of the institution to maintain records for a longer period. 

	Documentation relating to all applications for student assistance fund, personal details, financial income & expenditure details
	10 years 
If ESF/EU funded - 13 years

	Required for financial audits in compliance with Section 886 of the Taxes Consolidation Act 1997


	Applications to Progress and Carry or Repeat and Attend
	13 months except where there are fees outstanding
	Necessary for the performance of obligations arising from the student/Institute relationship

	Basic Student Registration details (electronic version)
	Indefinitely, unless the student raises an objection to same
	Legitimate interests of the Institution in allowing the Institution to respond to student queries and confirm identity and qualifications of student. 

	Medical Cert/Absence record
	1 academic year
	Necessary for the performance of obligations arising from the student/Institute relationship

	Change of Name/Address Record
	Duration of study or 3 years whichever is longer
	Necessary for the performance of obligations arising from the student/Institute relationship

	I.D. Card Record
	Duration study plus 1 Year
	Necessary for the performance of obligations arising from the student/Institute relationship

	Waive of Fee application 
	Application details held for duration of the programme or reasonable duration of study period.  Fee approval record held for 10 years
	Required for financial audits in compliance with Section 886 of the Taxes Consolidation Act 1997

	Graduation In Absentia payment file
	
Indefinitely
	Legitimate interest of data subject.  Proof of payment of fee for issue of parchment in absentia.

	Course Timetabling Record
	Indefinitely as a back-up record of hours completed by staff.  
	Employment Equality Acts 1998 - 2015

	Exam Records
	

	Examination Scripts & Continuous Assessments
	18 months after exam board to factor in appeals process
	Legitimate interest of data subject. 

	Module Grade Records
	Duration of course plus 1 Year
	Legitimate Interest of data subject

	Examination Appeals Documents
	7 years after the appeal, or whenever the student ceases to be a student, whichever is longer
	Statute of limitations for a breach of contract claim plus 1 year to allow time for receipt of notice of the claim

	Conferring Records
	10 years hard copy or Indefinitely on Student Record System
	Legitimate interests of the Institution in allowing the Institution to respond to student queries and confirm identity and qualifications of student.

	Examination results - broadsheets
	
Indefinitely
	Legitimate interest of Data subject, maintained indefinitely to accommodate students returning years later seeking evidence of completion of modules, programme etc.  

	Exam Breach Record
	Duration of study plus 7 years
If it is type of breach, which is a matter of public importance, it may be necessary to keep these records for longer. 
	Statute of Limitations for a breach of contract claim plus 1 year to allow time for receipt of notice of the claim
If the major offence is a matter of public importance, it may be necessary in the legitimate interests of the institution to maintain records for a longer period. 

	Invigilator C.V.’s
	18 months
	Legitimate interest of data subject.

	Invigilator Pay Claim
	7 years after employment ceases 
or 
7 years from the financial year-end in which payments were made, whichever is longer
	Statute of limitations for a breach of contract claim plus 1 Year to allow time to receive notice of the claim.
Section 22, National Minimum Wage Act 2000

	Repeat Exam Application records

	13 months
	Necessary for the performance of obligations arising from the student/Institute relationship

	Requests for Transcripts/Parchments
	6 months from completion of task
	Legitimate interest of data subject.

	Library Records

	Student information to set up library accounts is transferred from the Banner database system
	Duration of course plus 1 year.
	Necessary for the performance of obligations arising from the student/Institute relationship

	Staff information to set up library accounts
	Duration of staff contract. 
	Necessary for the performance of obligations arising from the staff/Institute relationship

	Catalogue bibliographic records (book records)
	Held as long as the item is held in the library
	Delivery of service

	Financial Records
	2 years in library. Originals in finance held 7 years.
	Section 886 of the Taxes Consolidation Act 1997

	Borrowing Records
	2 years following the cessation of the student on a course/the cessation of employment of a staff member
	Obligation to ensure the integrity of the Library collection in furtherance of its public interest objective S.5 Regional and Technical Colleges Act 1992

	Electronic Publications 
	Updated on ongoing basis
	To further its public interest objective under S.5 Regional and Technical Colleges Act 1992

	Print subscriptions and electronic subscriptions to Journals
	Updated on ongoing basis
	Delivery of service

	Undergraduate dissertations (Theses), Post Graduate Dissertations, Theses research and Taught Masters.
	Permanently
	Forms part of academic and Institute records.

	Careers Office Records and Alumni
	

	Job Applications
	1 year
	Operational requirement for careers office to assist students in furtherance of the Institute’s public interest objective under S. 5 Regional and Technical Colleges Act 1992 

	First destination statistics of graduates
	Indefinitely
	Operational requirement to tailor services for the legitimate interests of current and prospective students. 

	Employment database – list of employers who contact the Careers Service with job opportunities for graduates
	Yearly update, retain until employer revokes consent to remain on the list. 
	Operational requirement to provide job opportunities for students. 

	ALUMNI:  Graduates' personal information Including name, address, date of birth, places of employment, type of employment, etc.
	Yearly update with consent from Alumni members
	Operational requirement to provide service to graduates – in their legitimate interest

	Academic Faculty/School/Department Records

	School Publications
	Permanently
	For archive and reference purposes.  Legitimate interest of Institute

	Programmatic Review Documents
	Permanently
	Legitimate interest of Institute as historical background to programmes of study offered.

	Minutes of meetings (e.g. management, course boards, special purpose committees, etc.)
	Permanently
	For archive and historical reference purposes. Legitimate interest.

	Approved Course Schedules
	Duration of Programme plus 1 year
	Necessary for the performance of obligations arising from the student/Institute relationship

	Exam Question Papers
	Permanently
	For archive and reference purposes.  Legitimate interest of Institute and students.

	Exam Solutions
	18 months
	Necessary for the performance of obligations arising from the student/Institute relationship

	Buildings & Estates Records 
	

	Physical Planning Records
	7 years
	Legitimate interest of Institute

	Capital Works Expressions of Interest   
	2 Years
	Allow adequate time for processing of appeals.

	Capital Works Tenders Submitted 
	3 Years or duration of contract, or longer if necessary
	Allow adequate time for processing of appeals.

	Capital Works Tender File Successful Candidate
	Indefinitely
	In case of latent defect discovery.

	Minor Works Expressions of Interest
	2 Years
	Allow adequate time for processing of appeals.

	Minor Works Actual Tenders Submitted
	3 Years or duration of contract, or longer if necessary
	Allow adequate time for processing of appeals.

	Minor Works Tender File
	7 Years
	In line with Financial Records, legal (audit) obligations

	Non-Capital (Goods and Services) Tenders Expressions of Interest
	2 Years
	Allow adequate time for processing of appeals.

	Non-Capital Tenders Submitted
	3 Years 
	Allow adequate time for processing of appeals.

	Non-Capital Tender File
	7 years
	In line with Financial Records, legal (audit) obligations

	Contract Safety Files
	Indefinitely
	Legitimate interest of Institute

	Planning permission grants and associated applications and Appeals, all relevant associated correspondence and documents
	Indefinitely
	Archived for reference purposes.

	Contract Documents and conditions of agreement
	Indefinitely
	Legitimate interest of Institute

	Contractor safety documentation, permit to work docs
	Indefinitely
	Legitimate interest of Institute

	Property – Campus Plan & Land Maps
	Indefinitely
	Legitimate interest of Institute

	Fire Certificates
	Until superseded
	Legal obligation 

	Inspection Records
	7 years from date of inspection
	Legal obligation

	CCTV
	30 days, unless required for investigation
	Performance of a task carried out in the public interest or in the exercise of official authority vested in the Controller.



	IT Records

	Network Account Information on Active Directory (Students)
	1 year after they have finished their studies
	Vital interests of students (Prevention of fraud / ensuring network and information security / Misuse of Service / processing client data)

	Network Account Information on Active Directory(Staff) 
Network Account Information on Phone System
	Within 1 year of staff member leaving
	Vital interest of staff (Prevention of fraud / ensuring network and information security / Misuse of Service / processing employee data)

	Phone system billing/call information
	2 Years
	Legitimate interest of Institute (Prevention of fraud / Misuse of Service)

	General Physical Access Control System & Logs
	1 Year
	Legitimate interest of Institute (Prevention of fraud / Misuse of Service)

	ID Production
	Indefinitely
	Legitimate interest of Institute (Prevention of fraud / ensuring network and information security / Misuse of Service / processing employee/client data)

	Network Account Information on Card Management System
	1 year after students finish their studies
	Legitimate interest of Institute (Prevention of fraud / Misuse of Service)

	Print Transaction Logs
	1 academic year
	Legitimate interest of Institute (Prevention of fraud / Misuse of Service)

	VLE Records (e.g. Student/Staff & Module Information, Database & Logs)
	4 years
	Legitimate interest of Institute (ensuring network and information security / Misuse of Service / processing client data)

	Plagiarism Prevention
	Indefinitely
	Exercise of official duties of Institute – legal obligation to ensure integrity of educational awards.

	Account Provisioning Application/Database
System holds ID number and last email address in case student registers again.
	Indefinitely
	Legitimate interest of Institute and data subject (ensuring network and information security / Misuse of Service / processing employee/client data)

	Help Desk Records
	5 Years
	Legitimate interest of Institute (ensuring network and information security / Misuse of Service / processing employee/client data)

	Staff Email Account
	Duration of employment for current Staff
Kept up to 1 Year after Staff Member Leaves (in case of re-joiners)
	Legitimate interest of staff member (Prevention of fraud / ensuring network and information security        / Misuse of Service / processing employee data)

	Staff Email Message Contents
	5 years
	Legitimate interest of staff and Institute (Prevention of fraud / ensuring network and information security / Misuse of Service / processing employee data)

	Student Email Account & Contents
	5 years
	Legitimate interest of Institute and students (Prevention of fraud / ensuring network and information security / Misuse of Service / processing student data)

	Email Logs – staff & students
	1 month
	Legitimate interest (Prevention of fraud / ensuring network and information security / Misuse of Service / processing student/staff data)

	Personal File Share/Doc Management Database Account & Contents
	Indefinitely for Staff 
Students information deleted 1 year after they leave
	Legitimate interest (Prevention of fraud / ensuring network and information security / Misuse of Service)

	Departmental File Share/Doc Management Information
	7 years
	Legitimate interest (Prevention of fraud / Misuse of Service / processing employee/client data)

	Language Lab System
	5 years
Staff – 1 Year after they leave
Students – 1 Year after they leave
	Legitimate interest (ensuring network and information security / Misuse of Service / processing employee/client data)

	Timetabling Room Information
Name, ID, Programme,
	5 years
	Legitimate interest (ensuring network and information security / Misuse of Service / processing employee/client data)

	Network Traffic Logs
	6 months
	Legitimate interest (Prevention of fraud / ensuring network and information security / Misuse of Service / processing employee/client data)

	Logs (e.g. web activity logs, Wi-Fi provider logs, VC system/video delivery/collaboration logs)
	1 Academic Year
	Legitimate interest (Prevention of fraud / ensuring network and information security / Misuse of Service / processing employee/client data)

	Wi-Fi Activity 
	1 Academic Year
	Legitimate interest (Prevention of fraud / ensuring network and information security / Misuse of Service / processing employee/client data)

	Web Text Service
	1 Academic Year
	Legitimate interest (processing employee/client data / Notification of outages, Health & Safety, Campus Security, extreme weather alerts etc.)

	IT Equipment bookings records
	1 Academic Year
	Legitimate interest Registration/Admissions/HR 

	Antivirus logs
	6 months
	Legitimate interest (ensuring network and information security / Misuse of Service / processing employee/client data)

	Disaster Recovery Plan (incl HW and SW Listing, Network Architecture Diagrams)
	Indefinitely
	Forms part of Institute record.

	Listing of Software/Software Licences
	7 years
	Legitimate interests of Institute

	Vendor Information (Preferred IT Suppliers)
	5 years
	Legitimate interests of Institute

	Tender Responses (IT)
	7 years
	Legitimate interests of Institute

	Tender Contracts
	7 years
	Performance of a contract

	Information Request Records

	Freedom of Information (FOI) Records

	FOI Request Records (including OIC correspondence where applicable)
	Current + 3 years
	As agreed at THEA FOI Network Meeting 13 October 2016

	FOI Request Logs
	7 years
	Legitimate interests of Institute

	FOI Request Statistical Returns
	Permanently
	Code of Practice for Public Bodies dated September 2015 (Section 48 Freedom of Information Act 2014)

	FOI Disclosure Log
	Permanently
	Code of Practice for Public Bodies dated September 2015 (Section 48 Freedom of Information Act 2014)

	Publication Scheme
	Updated on ongoing basis
	Forms part of Institute records

	FOI Training Records
	7 years
	Legitimate interest of Institute

	Data Protection (DP) Records
	
	

	DP Rights Request Records (including DPC correspondence where applicable) 
	7 years 
	Limitation Period for a claim under Data Protection Act 2018 

	DP Rights Request Log
	7 years 
	Limitation Period for a claim under Data Protection Act 2018 

	DP Breach records
	7 years
	Limitation Period for a claim under Data Protection Act 2018 

	DP Breach Log
	7 years
	Limitation Period for a claim under Data Protection Act 2018 

	DP Training Records
	7 years
	Legitimate interest of Institute.

	Data Processor Agreements/Data Sharing Agreements
	Duration of agreement plus 1 year
	Legal obligation as per GDPR / DP Act 2018

	Records of Processing Activities
	Updated on ongoing basis
	GDPR / DP Act 2018

	Data Protection Impact Assessments (DPIAs)
	7 years
	Limitation Period for a claim under Data Protection Act 2018 

	Privacy Notices
	Updated on ongoing basis
	GDPR / DP Act 2018

	Ombudsman Records
	
	

	Ombudsman Request Logs and investigations
	7 years 
	Statutory Limitation Period for the majority of potential claims which may be brought if the request is unsuccessful, together with a year to receive notice of the claim.  

	Health Centre/Medical Records/Medical Research
	

	Anonymised Stats/Reports
	8 years
	As per HSE ‘National Hospitals Office, Code of Practice for Healthcare Records

	Bills/Invoices
	8 years
	As per HSE ‘National Hospitals Office, Code of Practice for Healthcare Records

	Equipment maintenance logs, records of service inspections
	8 years
	As per HSE ‘National Hospitals Office, Code of Practice for Healthcare Records

	Incident Report Forms
	8 Years after last contact or Indefinite in the event of litigation
	As per HSE ‘National Hospitals Office, Code of Practice for Healthcare Records

	Notifiable Diseases Book record
	6 Years
	As per HSE ‘National Hospitals Office, Code of Practice for Healthcare Records

	Patient Prescriptions
	8 Years after last contact or Indefinite in the event of litigation
	As per HSE ‘National Hospitals Office, Code of Practice for Healthcare Records

	Student Health Centre PPPG’s (Policies, Procedures, Protocols, Guidelines)
	8 years
	As per NHO ‘National Hospitals Office, Code of Practice for Healthcare Records

	General Patient (adult) Healthcare records
	8 years after last contact or death, unless in the interest of the Data Subject to retain 
	As per NHO ‘National Hospitals Office, Code of Practice for Healthcare Records
Article 9(a) The data subject has given explicit consent to the processing.

	Death Records
	10 years after death
	As per HSE ‘National Hospitals Office, Code of Practice for Healthcare Records

	Children and young people (all types of records relating to children and young people)
	Retain until the patient’s 25th birthday or 26th if young person was 17 at the conclusion of treatment, or 8 years after death. If the illness or death could have potential relevance to adult conditions or have genetic implications, the advice of clinicians should be sought as to whether to retain the records for a longer period
	As per HSE ‘National Hospitals Office, Code of Practice for Healthcare Records
Article 9(a) The data subject (or representative) has given explicit consent to the processing

	Maternity (all obstetric and midwifery records, including those of episodes of maternity care that end in stillbirth or where the child later dies)
	25 years after the birth of the last child
	As per HSE ‘National Hospitals Office, Code of Practice for Healthcare Records
Article 9(a) The data subject has given explicit consent to the processing

	Mentally disordered persons (within the meaning of the Mental Health Acts 1945 to 2001)
	20 years after the date of last contact between the patient/client/ service user and any healthcare professional employed by the mental health provider, or 8 years after the death of the patient/client/service user if sooner
	As per HSE ‘National Hospitals Office, Code of Practice for Healthcare Records
Article 9(a) The data subject (or representative) has given explicit consent to the processing

	Clinical trials of investigational
medicinal products – healthcare
records of participants that are
the source data for the trial

	20 years. It is the responsibility
of the Sponsor/someone on behalf of the Sponsor to inform the 
investigator/institution as to
when these documents no longer need to be retained
	European Commission Directive
2005/28/EC of 8 April 2005

	Clinical trials of investigational
medicinal products – healthcare
records of participants that are
the source data for the trial

	20 years. It is the responsibility
of the Sponsor/someone on behalf of the Sponsor to inform the 
investigator/institution as to
when these documents no longer need to be retained
	European Commission Directive
2005/28/EC of 8 April 2005

	Homicide or ‘Serious untoward Incident’ records
	30 Years
	As per HSE ‘National Hospitals Office, Code of Practice for Healthcare Records

	Body fluids / aspirates / swabs
	48 hours after the final report
issued by lab
	As per HSE ‘National Hospitals Office, Code of Practice for Healthcare Records

	Records/documents related to
any litigation

	All records to be
reviewed. Normal review 10 years after the file is closed
	As per HSE ‘National Hospitals Office, Code of Practice for Healthcare Records

	Records of Destruction of Individual
Healthcare records (case
notes) and other health related
records contained in this retention
schedule (in manual or computer
format)
	Permanently
	As per HSE ‘National Hospitals Office, Code of Practice for Healthcare Records

	Suicide – notes of patients having committed suicide

	10 Years
	As per HSE ‘National Hospitals Office, Code of Practice for Healthcare Records

	Disability/Counselling Records
	

	Statistics on students with special needs.  Anonymously held.
	Indefinitely.  
	Forms part of Institute records

	Annual report on disability service
	Indefinitely
	Forms part of Institute records

	Confidential information on students with special needs
	FSD Funding 8 Years after funding period ends
	Article 9(a) The data subject has given explicit consent to the processing 
Article 6(c) Processing is necessary for compliance with a legal obligation to which the controller is subject. 

	Financial statistics
	Indefinitely
	Forms part of Institute records

	Invoices for support payment
	FSD Funding 8 Years after funding period ends
	Article 6(c) Processing is necessary for compliance with a legal obligation to which the controller is subject. 

	Note taker Agency Records
	FSD Funding 8 Years after funding period ends
	Article 6(c) Processing is necessary for compliance with a legal obligation to which the controller is subject. 

	Note takers Details
	FSD Funding 8 Years after funding period ends
	Article 6(c) Processing is necessary for compliance with a legal obligation to which the controller is subject. 

	Note takers claim sheets
	FSD Funding 8 Years after funding period ends
	Article 6(c) Processing is necessary for compliance with a legal obligation to which the controller is subject. 

	Records on funding from the DOES
	
Indefinitely
	
Forms part of Institute records

	Taxi Service Providers Records
	FSD Funding 8 Years after funding period ends
	Article 6(c) Processing is necessary for compliance with a legal obligation to which the controller is subject. 

	Confidential student records, case notes, assessment reports and recommendations.
	7 years (Students will be informed that they will be destroyed after 7 years and given option to take them themselves)
	As per HSE ‘National Hospitals Office, Code of Practice for Healthcare Records - Retain for the period of time
appropriate to the patient

Article 9(a) The data subject has given explicit consent to the processing

	Student Medical Record System
	8 years after last contact (or death), unless in the interest of the Data Subject to retain.  In case of litigation may require longer retention
	As per HSE ‘National Hospitals Office, Code of Practice for Healthcare Records - Retain for the period of time
appropriate to the patient
Article 9(a) The data subject has given explicit consent to the processing

	Electronic appointments booking record
	7 Years, except in the case of litigation.
	Article 6 (a) The data subject has given consent to the processing

	Psychology records
	Retain for the period of time
appropriate to the patient/
specialty, e.g. mentally disordered persons
(within the meaning of the Mental Health Acts 1945 to 2001) 20 years after the last entry in the record or 8 years after the patient’s death if patient died while in the care of the organisation
	As per HSE ‘National Hospitals Office, Code of Practice for Healthcare Records
Article 6 (a) The data subject has given consent to the processing

	Access Office 
	

	1916 Bursary
	7 Years  
	Article 9(a) The data subject has given explicit consent to the processing 
Article 6(c) Processing is necessary for compliance with a legal obligation to which the controller is subject.

	Access Course (includes College of Sanctuary applications)
	Indefinitely
	Article 6(c) Processing is necessary for compliance with a legal obligation to which the controller is subject.

	SAF Applications
	2007-2013 held until 2022; 2014-2020 - held until 2029
	Article 9(a) The data subject has given explicit consent to the processing 
Article 6(c) Processing is necessary for compliance with a legal obligation to which the controller is subject. 

	Peer Assisted Student Support Records
	Pseudonymised data retained for five years to ascertain efficiency of programme.  Statistical Reports held indefinitely.
	Article 6(c) Processing is necessary for compliance with a legal obligation to which the controller is subject.

	Graduates' personal information Including name, address, date of birth, places of employment, type of employment, etc.
	Data will be retained on the list until consent has been removed.
	Article 6(a) The data subject has given consent to the processing 


	Marketing Department 

	Promotional literature - prospectuses, brochures, magazines
	
Indefinitely
	Archive / reference purposes

	Promotional literature produced by Irish and international HEIs
	
Indefinitely
	Archive / reference purposes

	Media monitoring of Institute
	Indefinitely
	Archive / reference purposes

	Data regarding feeder schools
	13 Months
	Article 6(a) The data subject has given consent to the processing 

	Summer School Events
	12 Months
	Article 6(a) The data subject has given consent to the processing 

	School Visit documentation
	Indefinitely
	Archive / reference purposes

	Website (Photographs, etc.)
	Updated regularly.  Items removed on request of DS is necessary.
	Article 6(a) The data subject has given consent to the processing 


	Higher Options Student detail capture
	
13 Months
	Article 6(a) The data subject has given consent to the processing 


	Eventbrite surveys
	Until Survey is complete
	Article 6(a) The data subject has given consent to the processing 





Appendix B

List of Supporting Legislation and/or Documentation to be reviewed in tandem with this Policy

Primary Legislation (all as amended):
Regional Technical Colleges Act 1992 / Amended 1994
Institutes of Technology Act 2006
Technological Universities Act 2018
Higher Education Authority Act 2022
National Archives Act 1986
Qualifications and Quality Assurance (Education & Training) Act 2012
Disability Act 2005
Student Support Act 2011
Pensions Act 1990
Public Service Superannuation (Miscellaneous Provisions) Act 2004
S.I. No. 290/2015 Education Sector Superannuation Scheme 2015 or the ESS 2015
Payments of Wages Act 1991
Social Welfare Act 2000 – Sect 32
Terms of Employment Act 1994-2012
Fixed Term Work Act 2003
Employment Equality Act 1998 to 2015
Equality Act 2004
Equal Status Act 2000 to 2015
Gender Recognition Act 2015
Children’s Act 2015
National Vetting Bureau Act 2016
Public Service Pensions (Single Scheme and other Provisions) Act 2012
Parents Leave & Benefit Act 2019
Data Sharing & Governance Act 2019


Secondary Legislation (all as amended)
Ethics in Public Office 1995
Education Act 2012
Protection of Employees (Part-time) Act 2001
Safety, Health and Welfare at Work Act 2005
Organisation of Working Time Act 1997 (SI No 465 of1997)
Ombudsman Act 1980
Social Welfare Act 2000 (Sect 32)
Maternity Leave Acts 1994-2004
Adoptive Leave Act 1995
Parental Leave Acts/Force Majeure Leave 1998-2019
Carer’s Leave Act 2001
Terms of Employment – Unfair Dismissals Acts 1977-2007
Terms of Employment - Redundancy Act 1967 – 2007
Industrial Relations Acts 1946 - 2012 
Public Service Management (Sick Leave) Regulations 2014 as amended by the Public Service Management (Sick Leave) Amendment 2015
Education Section Superannuation Scheme 2015

Dundalk Institute of Technology Policies/Procedures/Guidelines:
Data Protection Policy & Procedures 2019
Personal Data Breach Management Policy & Procedures 2019
Subject Access Request Policy 2019
Records Management Policy 2020
Anonymization & Pseudo. Policy 2019  
Clean Desk Policy 2019
Employee Confidentiality Policy 2019
Encryption Policy 2019
Photography & Video Policy 2019
Acceptable Usage Policy 2019
Compliance Policy 2019
Anti-Virus Scanning & Protection Standard 2019
Data Governance Policy 2019
End User Guidelines 2019
Firewall Policy 2019
Information Security Policy 2019
IT Document Framework 2019
Logical Access Policy 2019
Outsourcing 3rd Party Policy 2019
Password Standard 2019
Physical Access Policy 2019
Privileged User Policy 2019
Remote Access Policy 2019
Wireless Usage Policy 2019
Social Media Management Policy 2019

This is not an exhaustive list of Policies, Procedures and Guidelines.  Other policy documentation currently in existence or subsequently approved may need to be consulted.
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Personal Data Security Breach 
Management Procedures
Version 3.0
____________________________________






The purpose of these procedures is to provide a framework for reporting and managing data security breaches affecting personal or sensitive personal data held by the Institute.  These procedures are a supplement to the Institute’s Data Protection Policy which affirms the Institute’s commitment to protect the privacy rights of individuals in accordance with Data Protection legislation.


Document Location			Data Protection Office

Revision History
	Date of this revision: 
	Date of next review: 

	Compilation date 9 February 2025
	 09 February 2027



	Version Number/Revision Number
	Revision Date
	Summary of Changes

	1.0
	9 Jan 2018
	

	2.0
	Aug 2017
	

	3.0
	Feb 2025
	

	
	
	



Consultation History
	Revision Number
	Consultation Date
	Names of Parties in Consultation
	Summary of Changes

	0.1
	Jan 2017
	
	1st draft of policy written

	0.2
	Aug 2017
	FAR & GB
	

	0.3
	Feb 2025
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



Approval
This document requires the following approvals:
	Name
	Title
	Date

	Executive Board
	Institute Management Team 
	

	Audit & Risk Committee
	Governing Body
	

	Governing Body
	Governing Body
	

	
	
	



These procedures have been approved by the Institute Management. Any additions or amendments to this or related policies will be submitted by the Data Protection Officer for approval or to whatever authority Executive Board may delegate this role.  These procedures will be reviewed annually by the Data Protection Officer who will consult as necessary before submitting any amendments for approval.
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1. [bookmark: _Toc346892261][bookmark: _Toc346892297][bookmark: _Toc369863522]INTRODUCTION
Dundalk Institute of Technology (“the Institute”) is obliged under the Data Protection Acts, 1988 to 2018 as amended (the “Data Protection Acts”) and any subsequent legislation to keep personal data safe and secure and to respond promptly and appropriately to data security breaches (including reporting such breaches to the Data Protection Commissioner in certain cases).  It is vital to take prompt action in the event of any actual, potential or suspected breaches of data security or confidentiality to avoid the risk of harm to individuals, damage to operational business and severe financial, legal and reputational costs to the Institute.  
2. [bookmark: _Toc369863523]PURPOSE
The purpose of these procedures is to provide a framework for reporting and managing data security breaches affecting personal or sensitive personal data (defined below) held by the Institute.  These procedures are a supplement to the Institute’s Data Protection Policy which affirms its commitment to protect the privacy rights of individuals in accordance with Data Protection legislation.
3. [bookmark: _Toc369863524]WHAT IS A PERSONAL DATA SECURITY BREACH?
A personal data security breach is any event that has the potential to affect the confidentiality, integrity or availability of personal data held by the Institute in any format. Personal data security breaches can happen for a number of reasons, including: 

· the disclosure of confidential data to unauthorised individuals; 
· loss or theft of data or equipment on which data is stored;
· loss or theft of paper records;
· inappropriate access controls allowing unauthorised use of information;
· suspected breach of the Institute’s IT security and Acceptable Use policies;
· attempts to gain unauthorised access to computer systems, e.g., hacking;
· records altered or deleted without authorisation by the data “owner”;
· viruses or other security attacks on IT equipment systems or networks; 
· breaches of physical security e.g., forcing of doors or windows into secure room or filing cabinet containing confidential information 
· confidential information left unlocked in accessible areas;
· leaving IT equipment unattended when logged-in to a user account without locking the screen to stop others accessing information;
· emails containing personal or sensitive information sent in error to the wrong recipient.
4. [bookmark: _Toc369863525]WHO DO THESE PROCEDURES APPLY TO?
These procedures apply to all users of Institute data, including:
· any person who is employed by the Institute or is engaged by Institute who has access to Institute data in the course of their employment or engagement for administrative, research and/or any other purpose;
· members of Governing Body, 
· any student of the Institute who has access to Institute data in the course of their studies for administrative, research and/or any other purpose;
· individuals who are not directly employed by DkIT, but who are employed by contractors (or subcontractors) and who have access to Institute data in the course of their duties for DkIT
hereinafter, collectively referred to as “Members”.
5. [bookmark: _Toc346892265][bookmark: _Toc346892301][bookmark: _Toc346892266][bookmark: _Toc346892302][bookmark: _Toc346892267][bookmark: _Toc346892303][bookmark: _Toc346892268][bookmark: _Toc346892304][bookmark: _Toc346892269][bookmark: _Toc346892305][bookmark: _Toc346892270][bookmark: _Toc346892306][bookmark: _Toc346892271][bookmark: _Toc346892307][bookmark: _Toc346892272][bookmark: _Toc346892308][bookmark: _Toc369863526]WHAT TYPES OF DATA DO THESE PROCEDURES APPLY TO?
These procedures apply to:
 
· all personal data created or received by the Institute in any format (including paper records), whether used in the workplace, stored on portable devices and media, transported from the workplace physically or electronically or accessed remotely;
· personal data held on all Institute IT systems managed centrally by the IT Dept, and locally by individual Schools/Departments/Offices/Functions or Centres;
· any other IT systems on which Institute data is held or processed.

6. [bookmark: _Toc369863527]WHO IS RESPONSIBLE FOR MANAGING PERSONAL DATA SECURITY BREACHES?

Personal data security breaches are managed by the Data Protection Officer, Mr Gerald O’ Driscoll in conjunction with the relevant Manager and Manager of IT Services (where appropriate).   
In emergency situations, the Institute’s Critical Response Team will take over responsibility for managing the incident (see section 8 below).

7. [bookmark: _Toc369863528]PROCEDURE FOR REPORTING PERSONAL DATA SECURITY BREACHES

In the event of a breach of personal data security occurring, it is vital to ensure that it is dealt with immediately and appropriately to minimise the impact of the breach and prevent a recurrence.

If a member of the Institute becomes aware of an actual, potential or suspected breach of personal data security, he/she must report the incident to their Head of Department/School/Office immediately.

The Head of Department/School/Office must then:

· report the incident immediately to the DP Officer:
Extension 2221

· complete the attached Data Security Breach Report Form and email it to  dataprotection@dkit.ie as soon as possible.




This will enable all the relevant details of the incident to be recorded consistently and communicated on a need-to-know basis to relevant staff so that prompt and appropriate action can be taken to resolve the incident.






8. [bookmark: _Toc369863529]PROCEDURE FOR MANAGING DATA SECURITY BREACHES

[bookmark: _Toc346892277][bookmark: _Toc346892313]In line with best practice, the following five steps should be followed in responding to a data security breach:


Step 1: Identification and initial assessment
Step 2: Containment and Recovery
Step 3: Risk Assessment
Step 4: Notification
Step 5: Evaluation and Response
[bookmark: _Toc369863530]Step 1: Identification and initial assessment of the incident
If a member of the Institute considers that a data security breach has occurred, this must be reported immediately to the member’s line manager/head of department who will in turn notify the Data Protection Officer dataprotection@dkit.ie. The line manager/head of department should complete part 1 of the Data Security Breach Report Form (Appendix 1) and return it to the DP Officer without delay. Part 1 of the Report Form will assist the DP Officer in conducting an initial assessment of the incident by establishing:
· if a personal data security breach has taken place; if so:
· what personal data is involved in the breach;
· the cause of the breach;
· the extent of the breach (how many individuals are affected);
· the harms to affected individuals that could potentially be caused by the breach;
· how the breach can be contained.
Following this initial assessment of the incident, the DP Officer will, investigate the incident or appoint an investigator (e.g., IT Manager for IT-related incidents, etc.) and will decide if it is also necessary to appoint a group of relevant Institute stakeholders to assist with the investigation.  Any records relating directly to an investigation will be retained by the DP Officer.
The Lead Investigator (if appointed), liaising with the DP Officer and the Head of the area affected by the breach, will determine the severity of the incident using the checklist in Appendix 2 and by completing part 2 of the Data Security Breach Report Form (Appendix 1) (i.e. s/he will decide if the incident can be managed and controlled locally or if it is necessary to escalate the incident to the Institute Crisis Management Team).  The severity of the incident will be categorised as level 1, 2a, 2b or 3.

Level 1 classed as a Local Incident
Level 2 (a) classed as a Minor Emergency Type (A)	both managed and controlled locally

Level 2 (b) classed as Minor Emergency Type (B)		
Level 3 classed as a Major Emergency 			Escalated to Crisis Management Team which                            
   is responsible for the management and close   
   out of the incident
[bookmark: _Toc369863531]Step 2: Containment and Recovery
Once it has been established that a data breach has occurred, the Institute needs to take immediate and appropriate action to limit the breach.  
The Lead Investigator, liaising with the DP Officer and relevant Institute staff members/managers, will:  
· Establish who within the Institute needs to be made aware of the breach (e.g., IT Services, Estates Office, Legal/Insurance, Communications Office) and inform them of what they are expected to do to contain the breach (e.g., isolating/closing a compromised section of the network, finding a lost piece of equipment, changing access codes on doors, etc.)
· Establish whether there is anything that can be done to recover any losses and limit the damage the breach can cause (e.g., physical recovery of equipment/records, the use of back-up tapes to restore lost/damaged data).
· Establish if it is appropriate to notify affected individuals immediately (e.g., where there is a high level of risk of serious harm to individuals).
· Where appropriate (e.g., in cases involving theft or other criminal activity), inform the Gardaí. 
[bookmark: _Toc369863532]Step 3: Risk Assessment
In assessing the risk arising from a data security breach, the relevant Institute stakeholders are required to consider the potential adverse consequences for individuals, i.e., how likely are adverse consequences to materialise and, if so, how serious or substantial are they likely to be. The information provided at Stage 1 on the Data Security Breach Report Form will assist with this stage.
The Lead Investigator and DP Officer in conjunction with the head of department/unit/function/centre in which the incident occurred will review the incident report to: 
· Assess the risks and consequences of the breach:

· Risks for individuals:

· What are the potential adverse consequences for individuals?
· How serious or substantial are these consequences?
· How likely are they to happen?

· Risks for the Institute:

· Strategic & Operational
· Compliance/Legal
· Financial
· Reputational
· Continuity of Service Levels

· Determine, where appropriate, what further remedial action should be taken on the basis of the incident report to mitigate the impact of the breach and prevent repetition.
The Lead Investigator and DP Officer will prepare an incident report setting out (where applicable):
· a summary of the security breach;
· the people involved in the security breach, (such as staff members, students, contractors, external clients);
· details of the information, IT systems, equipment or devices involved in the security breach and any information lost or compromised as a result of the incident;
· how the breach occurred;
· actions taken to resolve the breach;
· impact of the security breach;
· unrealised, potential consequences of the security breach;
· possible courses of action to prevent a repetition of the security breach;
· side effects, if any, of those courses of action;
· recommendations for future actions and improvements in data protection as relevant to the incident.

The incident report will then be furnished to the Head of School/Department/Function/Centre (as appropriate) affected by the breach. Such Heads will request relevant staff to update the risk registers at the appropriate levels where necessary. Any significant risks will be reported to the Risk Management Committee and addressed though the Institute's Risk / Crisis Management Policy and Emergency Plan.
[bookmark: _Toc369863533]Step 4: Notification
On the basis of the evaluation of risks and consequences, the DP Officer, and others involved in the incident as appropriate, will determine whether it is necessary to notify the breach to others outside the Institute. For example:
· the Gardaí; 
· individuals (data subjects) affected by the breach;
· the Data Protection Commissioner;
· other bodies such as regulatory bodies, grant funders; 
· the press/media;
· the Institute’s insurers
· bank or credit card companies
· trade unions
· external legal advisers.

As well as deciding who to notify, the DP Officer must consider:
· What is the message that needs to be put across?

In each case, the notification should include as a minimum: 
· a description of how and when the breach occurred; 
· what data was involved;
· what action has been taken to respond to the risks posed by the breach.

When notifying individuals, the DP Officer should give specific and clear advice on what steps they can take to protect themselves, what the Institute is willing to do to assist them and should provide details of how they can contact the Institute for further information (e.g., helpline, website).

· How to communicate the message?

What is the most appropriate method of notification (e.g., are there large numbers of people involved? Does the breach involve sensitive data? Is it necessary to write to each individual affected? Is it necessary to seek legal advice on the wording of the communication?). 

· Why are we notifying? 
Notification should have a clear purpose, e.g., to enable individuals who may have been affected to take steps to protect themselves (e.g. by cancelling a credit card or changing a password), to allow regulatory bodies to perform their functions, provide advice and deal with complaints, etc.

In accordance with the Data Protection Commissioner’s Personal Data Security Breach Code of Practice  all incidents in which personal data has been put at risk should be reported to the Office of the Data Protection Commissioner (“OPDC”) as soon as the Institute becomes aware of the incident, except when the full extent and consequences of the incident has been reported without delay directly to the affected data subject(s) and it affects no more than 100 data subjects and it does not include sensitive personal data or personal data of a financial nature.  In case of doubt – in particular any doubt related to the adequacy of technological risk-mitigation measures – the Institute should report the incident to the OPDC. 
Any contact with the Data Protection Commissioner should be made through the DP Officer. Initial contact with the OPDC should be made by the DP Officer within two working days of becoming aware of the breach, outlining the circumstances surrounding the incident.  This initial contact may be by e-mail (preferred by the OPDC), telephone or fax and must not involve the communication of personal data. The OPDC will make a determination regarding the need for a detailed report and/or subsequent investigation based on the nature of the incident and the presence or otherwise of appropriate physical or technological security measures to protect the data.  In cases where the decision is made by the Lead Investigator and DP Officer not to report a breach, a brief summary of the incident with an explanation of the basis for not informing the Data Protection Commissioner will be retained by the DP Officer Officer.

NOTE: The Communications Office/Manager should be consulted prior to any media notice being issued.
[bookmark: _Toc369863534]Step 5: Evaluation and Response
Subsequent to a data security breach, a review of the incident by the DP Officer in consultation with the relevant stakeholders in the Institute will take place to ensure that the steps taken during the incident were appropriate and to identify areas that may need to be improved.

All data security breach reports should be sent to the DP Officer who will use these to compile a central record (log) of incidents. The DP Officer will report on incidents to the Executive Board at least on a quarterly basis in order to identify lessons to be learned, patterns of incidents and evidence of weakness and exposures that need to be addressed.

For each serious incident, (the Lead Investigator and) DP Officer will conduct a review to consider and report to the Executive Board on the following:
· What action needs to be taken to reduce the risk of future breaches and minimise their impact?
· Whether policies procedures or reporting lines need to be improved to increase the effectiveness of the response to the breach? 
· Are there weak points in security controls that need to be strengthened?
· Are staff and users of services aware of their responsibilities for information security and adequately trained?
· Is additional investment required to reduce exposure and if so what are the resource implications?
9. [bookmark: _Toc369863535]RELATED POLICIES AND PROCEDURES
These procedures underpin the following Institute policies and procedures:

Data Protection Policy
Data Protection Procedures
How to Make an Access Request
Records Retention Schedule
DP Guidelines for Staff / Students
Data Governance Policies & Procedures
CCTV Policy 2014


[bookmark: _Toc327439072]DkIT staff should ensure compliance with the above policies and procedures in addition to these Data Breach Management Procedures.



10. [bookmark: _Toc369863536]FURTHER HELP AND ADVICE

For further information and advice about this procedure and about data protection matters, please contact:

Mr Gerald O’ Driscoll
Data Protection Officer
Human Resource Manager
Dundalk Institute of Technology

Phone: (042) 93 70221
Email: dataprotection@dkit.ie 
11. [bookmark: _Toc341177826][bookmark: _Toc369863537]DISCLAIMER
The Institute reserves the right to amend or revoke these procedures at any time without notice and in any manner in which the Institute sees fit at the absolute discretion of the Institute or the President of the Institute. 


Appendix F
[bookmark: _Toc369863538]APPENDIX 1 – PERSONAL DATA SECURITY BREACH REPORT FORM

Please act promptly to report any data security breaches. If you discover a data security breach, please notify your Head of Department/Office immediately. Heads of Department/Office to complete Section 1 of this form and email it to the DP Officer at dataptrotection@dkit.ie.

	Section 1: Notification of Data Security Breach
	To be completed by Head of Dept/School/Office of person reporting incident

	Date incident was discovered:
	

	Date(s) of incident:
	

	Place of incident:
	

	Name of person reporting incident:
	

	Contact details of person reporting incident (email address, telephone number, DkIT address):

	

	Brief description of incident or details of the information lost:

	

	Number of Data Subjects affected, if known:
	

	Has any personal data been placed at risk? If, so please provide details
	

	Brief description of any action taken at the time of discovery:

	

	For Institute use

	Received by: 
	

	On (date):
	

	Forwarded for action to:
	

	On (date):
	




	Section 2: Assessment of Severity
	To be completed by Lead Investigator in consultation with head of area affected by the breach and DP Officer

	Details of the IT systems, equipment, devices, records involved in the security breach:
	


	Details of information loss: 
	

	What is the nature of the information lost?

	

	How much data has been lost? If laptop lost/stolen: how recently was the laptop backed up onto central IT systems?
	

	Is the information unique?  Will its loss have adverse operational, research, financial legal, liability or reputational consequences for the Institute or third parties?
	

	How many data subjects are affected?
	

	Is the data bound by any contractual security arrangements e.g., to research sponsors?
	

	What is the nature of the sensitivity of the data?  Please provide details of any types of information that fall into any of the following categories:
	

	HIGH RISK personal data 
· Sensitive personal data (as defined in the Data Protection Acts) relating to a living, identifiable individual’s
a) racial or ethnic origin;
b) political opinions or religious or philosophical beliefs;
c) membership of a trade union;
d) physical or mental health or condition or sexual life;
e) commission or alleged commission of any offence, or
f) proceedings for an offence committed or alleged to have been committed by the data subject, the disposal of such proceedings or the sentence of any court in such proceedings.
	

	· Information that could be used to commit identity fraud such as personal bank account and other financial information and national identifiers, such as Personal Public Service Numbers (PPSNs) and copies of passports and visas;
	

	· Personal information relating to vulnerable adults and children;
	

	· Detailed profiles of individuals including information about work performance, salaries or personal life that would cause significant damage or distress to that person if disclosed; 
	

	· Spreadsheets of marks or grades obtained by students, information about individual cases of student discipline or sensitive negotiations which could adversely affect individuals.
	

	· Security information that would compromise the safety of individuals if disclosed.
	

	Category of incident (1, 2a, 2b or 3):
	

	Reported to DP Officer on:
	 

	If level 2b or level 3, date escalated by Lead Investigator to the Institute’s Emergency Management Team (EMT)
	



	Section 3: Action taken
	To be completed by DP Officer

	Incident number
	e.g., DBH/2016/001

	Report received by:
	

	On (date):
	

	Action taken by responsible officer/s:

	

	Was incident reported to Gardaí?
	Yes/No 
If YES, notified on (date):

	Follow up action required/recommended:

	

	Reported to DP Officer on (date):
	

	Reported to other internal stakeholders (details, dates):

	

	For use of DP Officer:
	

	Notification to Data Protection Commissioner
	YES/NO   If YES, notified on:
Details:

	Notification to data subjects
	YES/NO   If YES, notified on:
Details:

	Notification to other external, regulator/stakeholder
	YES/NO   If YES, notified on:
Details:


[bookmark: _Toc369863539]
APPENDIX 2 – CHECKLIST FOR ASSESSING SEVERITY OF THE INCIDENT 

How serious is the incident?

Level 1: Local Incident: 

· Is this a local incident? 
· Local incident = limited disruption to services (department, building or Institute); no serious threat to life, property or the environment; no threat to DkIT’s image/reputation.
· Can the consequences of the security breach, loss or unavailability of the asset be managed locally within normal operating procedures?
· If so, manage the incident according to the Data Security Breach Management Procedure (this procedure).

Level 2.a: Minor Emergency Type A – Unlikely to Escalate into a Major Emergency:

· Is this a Minor Emergency (type A)?
· Minor Emergency (type A) = Disruption to the functioning capacity of a key Institute building or a key service. Situation or incident (actual or potential) which poses a threat to life, property or environment, at a minor level but may escalate to Type B.
· Do containment and recovery require assistance from other members of staff within the Institute or specialist support teams outside the Institute?
· Does the breach require a notification to the Institute’s senior managers? 
· If so, the Lead Investigator (liaising with the DP Officer/FOI Officer) will decide who else needs to assist or be made aware of the breach e.g.
· President 
· Vice President for Finance & Corporate Affairs
· Vice President for Academic Affairs & Registrar
· Vice President for Strategy, Communications & Development
· Institute Librarian 
· Human Resource Manager
· Estates Manager
And so on.

Level 2.b: Minor Emergency Type B or Level 3: Major Emergency 
· Is this a major incident?
· Does containment and recovery, or the consequences of the loss or unavailability of the asset, require significant Institute resources beyond normal operating procedures?
· If so, inform the President’s Secretary who will follow the Institute’s Emergency Response Plan.




The incident level is defined by: 
· Does the incident need to be reported immediately to the Gardaí?
· How important an information asset is to the Institute business process or function
· Whether the asset is a vital record. Is it unique – once lost, lost forever? Will its loss have adverse financial legal, liability or reputational consequences e.g., evidential records required to defend the Institute’s interests?
· Is it business-critical? Do you rely on access to this particular information asset or you can turn to reliable electronic copies or alternative manual processes e.g., paper files if the information asset is unavailable. 
· How urgently access would need to be restored to an information asset to resume business or, if a workaround will keep business moving in the short term, to return to the required standard of service
· Does the loss or breach of data security involve high risk personal data, i.e.: 

· Sensitive personal data (as defined in the Data Protection Acts) relating to a living, identifiable individual’s
a) racial or ethnic origin;
b) political opinions or religious or philosophical beliefs;
c) membership of a trade union;
d) physical or mental health or condition or sexual life;
e) commission or alleged commission of any offence, or
f) proceedings for an offence committed or alleged to have been committed by the data subject, the disposal of such proceedings or the sentence of any court in such proceedings.
· Information that could be used to commit identity fraud such as personal bank account and other financial information and national identifiers, such as Personal Public Service Numbers (PPSNs) and copies of passports and visas;

· Personal information relating to vulnerable adults and children;

· Detailed profiles of individuals; including information about work performance, salaries or personal life that would cause significant damage or distress to that person if disclosed; 

· Spreadsheets of marks or grades obtained by students, information about individual cases of student discipline or sensitive negotiations which could adversely affect individuals.

· Security information that would compromise the safety of individuals if disclosed.



Appendix G

Guidelines for Data Encryption
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Data Protection Impact Assessment (DPIA)
Template – 
Please review the DkIT Guide to completing a Privacy Impact Assessment before undertaking a DPIA. 
It is important to note that a DPIA is required as standard for research studies conducted at Dundalk Institute of Technology and all related sites in which DkIT researchers are active.

	Study Name: 
	Date: 

	Owner: 
	Site: 

	Email: 
	Phone Number: 
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[bookmark: _Toc11161869]DPIA - Objective
The purpose of a DPIA is to assess and demonstrate compliance with data protection legislation. The DPIA also provides evidence that the risks to individuals have been considered and sufficient measures have been taken to protect those individuals. The DPIA should assess the activity to be carried out against all the principles of data protection and determine whether the processing of personal data is both necessary and proportionate or whether changes to the process or additional controls are required.



7

[bookmark: _Toc11161870]Data Protection Checklist for Health Research
If your project relates to health research, then you must comply with the requirements of the Health Research Regulations 2018. 
You must carry out the following:

	Obtain ethical approval for the health research by the Research Ethics Committee.
	 

	Identify and document the data controller, joint controllers and data processors.
	

	Ensure relevant contractual arrangements are in place.
	

	Identify and document funding bodies.
	

	Identify third parties with whom data will be shared even if pseudonymised.
	                 

	Ensure all members of the research team have completed data protection training.
	

	Carry out a risk assessment of the data protection implications of the research.
	                    

	Carry out a DPIA if the research represents a high risk to individuals or involves the use of genetic data, monitoring of behaviours, large scale processing of sensitive personal data, use of the data for new purposes or the linking of datasets.
	

	Ensure you only use the minimum data necessary to carry out the research.
	

	Implement controls to ensure the integrity and accuracy of data and determine when the data has been altered, disclosed or erased and by whom.
	

	Implement security measures to protect the personal data; e.g. device encryption.
	

	Ensure the data is archived, anonymised or destroyed when the research is completed. 
	

	Ensure that participants are provided with sufficient information about the use of their personal data via Participant Information Leaflets, Consent Forms and the project website.
	

	Obtain explicit consent for the processing of personal data for the health research Including the screening of individuals for research purposes.
	




[image: ]

[bookmark: _Toc11161871]DPIA - Instructions
You should complete all of the questions in this template and forward the completed document to the data protection officer dataprotection@dkit.ie to receive feedback on any risks identified and recommendations on the actions or controls needed to address those risks.  
It is the responsibility of the Project Supervisor to ensure the required controls are put in place and to sign off on any risks arising from the processing.
The DPIA should be updated to reflect any material changes to the processing as the project or activity progresses.


[bookmark: _Toc11161872]Study Details
[bookmark: _Toc11161873]Nature of Process/ System/ Project 
Describe in detail the nature of the process, system or project to be assessed.

Include:
· The name of the project.
· The scope of the processing.
· The purpose for the activity.
· The frequency of the processing.
· The number of individuals involved and/or affected.
· Details of the parties and third parties involved including other data controllers or processors.
· Details of any systems to be used.

	Nature of Process/ System/ Project

	1) The title of this study is “ 
2) The scope of the processing 
3) The purpose of the data collection 
4) The frequency of the processing: 
5) The number of individuals expected to participate 
6) The parties involved in processing data The only potential third party who may have access data includes.
7) Systems to be used in collecting the 



[bookmark: _Toc11161874]Further details in respect of the intended processing

	Does the activity involve processing data on a large scale? If so, provide detail.

	

	Does the activity involve matching or combining datasets? If so, provide detail.

	

	Does the activity involve data concerning vulnerable individuals or children? If so, provide detail.

	

	Does the activity involve new, or innovative uses of, technological or organisational solutions? If so, provide detail.

	

	Could the activity prevent individuals from exercising a right, using a service, or fulfilling a contract? If so, provide detail.

	

	Why the use of personal data is necessary for this activity?

	

	Who will benefit from the activity?

	

	Could the use of the personal data for this activity result in any harm to the individual? 

	




[bookmark: _Toc11161875]Any other information in respect of the study which may be relevant

	Additional information

	





[bookmark: _Toc11161876]Personal Data
List the types of personal data that will be collected, used, accessed or shared for the purpose of this activity. 
	Data Collected
	Justification
	Processing Activity

	EXAMPLE: Participant names
	Identification, so that we can apply matching codes across longitudinal data sets.
	Excel database, situated in ‘X’ Drive on ‘X’ desktop computer at ‘X’ site.

	Participant names:
	Identification so we can converse with them and correspond with them during the data collection process
	

	Participant email addresses
	To correspond with the participant and send relevant documents to send links for the interview to take place.
	

	Consent from participants
	To provide proof of consent
	

	Audio and visual recordings of online interviews
	This is the raw data for the study. Audio/ recordings will also be transcribed for data analysis. 
	

	Socio-demographic details about the participants
	To provide a descriptive analysis of the study participants.
	

	Participant’s addresses
	To provide participant with a hardcopy of the PIL or consent form at their request.
	



[bookmark: _Toc11161877]Transparency of Processing
How will you notify participants about the data processing that will be carried out using their personal data? Provide details and attach copies of the Consent Form(s) and Participant Information Leaflet(s).
	Transparency of processing 

	



[bookmark: _Toc11161878]Data Security – Storage and Sharing
Describe in detail the technical and organisational security measures that will be taken to protect personal data including but not limited to; access controls, data sharing restrictions, encryption, pseudonymisation, anonymisation etc.
	Data security – storage and sharing 

	






[bookmark: _Toc11161879]Data Minimisation
Have you ensured that you will only collect the minimum data that you need or that is necessary for the activity? Provide details.
	Data minimisation 

	








[bookmark: _Toc11161880]Lawful Basis – Ordinary Personal Data 
If processing ‘Ordinary’ personal data then you must satisfy at least one of the lawful bases as set out under Article 6 GDPR:
	Consent
	

	Performance of a contract
	

	Legal obligation
	

	Public interest or exercise of official authority
	

	Vital interests of data subjects
	

	Legitimate interests
	


If using Consent, then describe the consent process and attach supporting documentation.






[bookmark: _Toc11161881]Lawful Basis – Special Category Data (Sensitive Personal Data)
Sensitive personal data is defined as:
· Processing of personal data revealing 
· racial origin
· ethnic origin
· political opinions
· religious beliefs
· philosophical beliefs
· trade-union membership
· Processing of genetic data for the purpose of uniquely identifying a natural person
· Processing of biometric data  for the purpose of uniquely identifying a natural person
· Data concerning health 
· Data concerning a natural person's sex life  
· Data concerning a natural person’s sexual orientation 
If processing sensitive personal data then, in addition to the Article 6 lawful basis, you must also satisfy one of the conditions as set out under Article 9 GDPR:
	Explicit Consent
	

	Employment / DSP rights
	

	Vital Interests of the data subject or another person
	

	Carried out (internally) by a not-for-profit organisation
	

	Information that has been already made public by data subject
	

	Necessary for the establishment, exercise or defence of legal claims 
	

	Necessary for substantial public interest
	

	Necessary for the provision of medical care/ administration
	

	Necessary for reasons of public interest in the area of public health
	

	Archiving purposes in the public interest/ Scientific or Historical Research purposes/ Statistical purposes
	


If using Explicit Consent, then describe the consent process and attach supporting documentation.

[bookmark: _Toc11161882]Health Research Regulations - Explicit Consent required for Health Research
In addition to satisfying Articles 6 & 9 GDPR requirements, you must also obtain explicit consent for processing personal data for health research purposes. This mandatory requirement is set out under Regulation 3(1)(e) of the 2018 Health Research Regulations. 
Describe how you will you ensure that explicit consent is obtained for processing personal data for health research purposes. Attach supporting documents, including Consent Forms and Participant Information Leaflets.
	Heath Research Regulations, Consent, Participant Information Leaflets 

	




[bookmark: _Toc11161883]High-Risk Processing
Does the research involve any of the following?
· evaluating or predicting outcomes in individuals;
· decision making by automated means e.g. using algorithms;
· monitoring the behaviours of individuals;
· The surveillance of individuals, use of location or the use of biometric technology such as facial recognition.

If so, provide details and describe the impact to the individuals.
	High risk processing 

	





[bookmark: _Toc11161884]Internal Data Sharing
Will the data be shared internally? i.e., with schools/departments/functions or business units within the organisation? If so, provide details on the data sharing including information on the necessity for the processing, the format of the data that is to be shared, with whom the data will be shared and confirmation of the security measures in place to protect the data in transit.
	Internal data sharing 

	



[bookmark: _Toc11161885]Third Parties
Will the data be shared with third parties including IT service providers, Cloud-based solutions, sub-contractors etc.? If so, provide details including information on the contractual arrangements in place and confirm what due diligence has been carried out.
	Third parties 

	



[bookmark: _Toc11161886]International Data Transfers
Will the data be transferred or stored outside the EEA at any point or placed with Cloud providers that store data outside the EEA? Provide details. If you are transferring, personal data outside the EEA have you ensured that suitable conditions for transferring the data are in place? Provide details or state if unsure. These include:
· Adequate jurisdiction
· US Privacy Shield
· Standard Contract Clauses
· Binding Corporate Rules
· Authorisation from the Data Protection Commission

	International data transfers 

	



[bookmark: _Toc11161887]Data Retention
How long will the data be retained for and why? Provide details.

	Data retention 

	




[bookmark: _Toc11161888]Data Subject Rights
What plans are in place for responding to a request from an individual in relation to their data protection rights?

These include:
· right of access;
· right to rectification;
· right to erasure;
· right to object to processing based on legitimate or public interest;
· right to data portability;
· right to object to profiling or making decisions about individuals by automated means.

	Data subjects rights  

	

	




[bookmark: _Toc11161889]Training
What guidance and training will be provided to individuals involved in this project or activity to enable them to understand their data protection responsibilities? Provide details.
	Training  

	


[bookmark: _Toc7104617][bookmark: _Toc11161890]Processing Risks - Examples
See Table below. Describe the source of risk and nature of potential impact on individuals. Include associated Compliance and Corporate risks as necessary.
Examples of privacy risks that might be applicable:
Risks to individuals
· Hacking of computers where project data is stored. 
· The context in which information is used or disclosed can change over time, leading to it being used for different purposes without people’s knowledge.
· New surveillance methods may be an unjustified intrusion on their privacy.
· Measures taken against individuals as a result of collecting information about them might be seen as intrusive.
· The sharing and merging of datasets can allow organisations to collect a much wider set of information than individuals might expect.
· Identifiers might be collected and linked which prevent people from using a service anonymously.
· Vulnerable people may be particularly concerned about the risks of identification or the disclosure of information.
· Collecting information and linking identifiers might mean that an organisation is no longer using information which is safely anonymised.
· Information which is collected and stored unnecessarily, or is not properly managed so that duplicate records are created, presents a greater security risk.
· If a retention period is not established information might be used for longer than necessary.

Compliance risks
· Non-compliance with the common law duty of confidentiality
· Non-compliance with the Data Protection Acts 2018/ General Data Protection Regulation (GDPR), Privacy and Electronic Communications Regulations (PECR)/ e-Privacy Regulation.

[bookmark: _Toc512506686]Associated organisation/corporate risks
· Non-compliance with the data protection or other legislation can lead to sanctions, fines and reputational damage.
· Problems which are only identified after the project has launched are more likely to require expensive fixes.
· The use of biometric information or potentially intrusive tracking technologies may cause increased concern and cause people to avoid engaging with the organisation.
· Public distrust about how information is used can damage an organisation’s reputation and lead to loss of business.
· Data losses which damage individuals could lead to claims for compensation.

Different projects carry different risks and these should be considered. The above examples are a guide, not an exhaustive list. 

[bookmark: _Toc11161891]Processing Risks - Table
Describe the source of risk and nature of potential impact on individuals. Include associated Compliance and Corporate risks as necessary.
	[bookmark: _Hlk8227045]Risk detail
	Risk rating (High, medium, low)
	Solutions/Mitigating Actions
	Effect
	Outcome
	Measure approved

	Hacking into computers where project data is stored.
	
	
	
	
	

	Hardcopy data accessed by unintended parties
	
	
	
	
	

	Data being accessible from an unlocked computer.
	
	
	
	
	

	Emails containing personal data of participants are not encrypted
	
	
	
	
	

	Emails containing sensitive data of the participant’s being sent to the wrong person
	
	
	
	
	

	Data provided by the participant will not remain confidential
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	




Appendix one 

Participant information leaflet


Appendix two 
Consent form 
Research Title: 
These statements shall be inserted to online forms method with an option for the participant to select yes/ no after each point to indicate weather they provide consent or not.                        
· I voluntarily agree to participate in the research title as outlined above.
· I understand that even if I agree to participate now, I can withdraw at any time or refuse to answer any question without any consequences. 
· I understand refusal to participate will not result in any consequences with my employer.
· I understand that my participation is anonymous and my employer will not be informed whether I participate or not.
· I understand that my employer will not have access to any information I provide as part of my participation.
· I have read and understand the purpose and nature of the study.
· I had the opportunity to ask questions about the study prior to participating.
· I understand that participation involves completing an online or telephone interview which will be recorded for analysis by the researcher. 
· I understand that I will be asked questions on my background and experience of working as a healthcare assistant during Covid-19.
· I understand that I will not receive financial or other compensation for participating in this research.
· I understand that all information I provide for this study will be treated confidentially.
· I understand that it will not be possible to identify me in any report on the results of this research.. 
·  I understand that if I inform the researcher that I or someone else is at risk of harm they may have to report this to the relevant authorities - they will discuss this with me first but may be required to report with or without my permission, as outlined in the participant information leaflet.
· I understand that all information collected will be stored in an encrypted, password-protected file on the researcher’s password-protected laptop.
· I understand the data collected will be kept for up to 5 years and will then be destroyed in a confidential manner in line with DkIT data management policies. (Please see the participant information leaflet for more).
· I understand the information I provide will only be used for this study by the researchers named on the Participant Information Leaflet and will only be used for further related studies if conducted  by the same researcher/s and approved by the DkIT ethics committee.

.








Appendix 3
Response to interested parties

Dear (insert person’s name),
Thank you for expressing an interest to participate in our study. As you may have seen in our initial email to your …………or on our social media advertisement, we are interested in finding out what it is ………………………………
Please find attached copy of our participant information leaflet. This leaflet will provide you with information about the study and information on what is involved in taking part.
The first step of this study is to confirm that you meet the selection criteria below:
Please confirm you meet the selection criteria in your response to this email.
To take part in this study, you will need to provide consent. The consent form will be completed online via Microsoft forms using this link:
The consent form should take no longer than 10 minutes to complete.
Please use this code as your ID number for the consent form: (Insert code)
Once you’ve submitted a consent form online, we will arrange an initial video call to confirm you’ve read and understood the consent form. This call will be audio recorded to confirm you have provided consent to participate. This call will also act as a trial run for your interview and allow you the opportunity to ask any questions should you need to.
If you are no longer interested in taking part, please let us know. If you would like to be informed about future research studies that may interest you, please email 
Thank you for taking the time to engage with this study. I look forward to hearing from you.
Kind Regards,



DATA PROTECTION IMPACT ASSESSMENT 
(EXTRACT FROM DATA PROTECTION PROCEDURES, SEPTEMBER 2018)

Background:
Data Protection Impact Assessments (‘DPIAs’) can be used to identify and mitigate against any data protection related risks arising from a new project, which may affect DkIT. DPIAs are mandatory for any new high risk processing projects.
When to use a DPIA:
Under the GDPR, a DPIA is mandatory where data processing “is likely to result in a high risk to the rights and freedoms of natural persons.” This is particularly relevant when a new data processing technology is being introduced. In cases where it is not clear whether a DPIA is strictly mandatory, carrying out a DPIA is still good practice and a useful tool to help data controllers comply with data protection law. The DPIA should be carried out prior to the processing of data by DkIT. 

Who must carry out the DPIA:
It is the responsibility of the project team to ensure that a DPIA is carried out for any new high risk processing projects.

DPIA Process:

1. Identifying whether a DPIA is required:
Explain what the project aims to achieve, what the benefits will be to the organisation, to individuals and to other parties. You may find it helpful to link to other relevant documents related to the project, for example a project proposal. Also summarise why the need for a DPIA was identified. 

2. Describe the information flows:
Describe the collection, use and deletion of personal data here and it may also be useful to refer to a flow diagram or another way of explaining data flows. You should also say how many individuals are likely to be affected by the project.

3. Identify data protection and related risks
Identify the key privacy risks and the associated compliance and corporate risks.

4. Identifying data protection solutions to reduce or eliminate the risks
Describe the actions you could take to reduce the risks, and any future steps which would be necessary.

5. Signing off on the outcomes of the DPIA
Ensure appropriate sign off of outcomes is formally documented and retained.

6. Integrating data protection solutions into the project
Ensure the controls and actions identified are tracked through to completion to ensure the rights of the data subject are upheld. 



TO DETERMINE IF A DPIA IS REQUIRED, ANSWER THE FOLLOWING QUESTIONS:

	1. IDENTIFYING WHETHER A DPIA IS REQUIRED
Please answer the below screening questions

	Will the project involve the collection of new information about individuals?
	

	Will the project compel individuals to provide information about themselves?
	

	Will information about individuals be disclosed to organisations or people who have not previously had routine access to the information?
	

	Are you using information about individuals for a purpose it is not currently used or in a way it is not currently used?
	

	Does the project involve you using new technology that might be perceived as being privacy intrusive? For example, the use of biometrics or facial recognition.
	

	Will the project result in you making decisions or taking action against individuals in ways that can have a significant impact on them?
	

	Is the information about individuals of a kind particularly likely to raise privacy concerns or expectations? For example, health records, criminal records or other information that people would consider to be private.
	

	Will the project require you to contact individuals in ways that they may find intrusive?
	

	Is a Data Protection Impact Assessment required to be performed?
(If answering ‘yes’ to any of the above performing a DPIA is advisable)

	



If a Data Protection Impact Assessment is required to be performed, then continue to sections 2 – 6.





IF A DPIA IS REQUIRED, FILL OUT SECTIONS 2 – 6 BELOW
 
	2. DESCRIBE THE INFORMATION FLOWS

	Date of Assessment:
	

	Assessment performed by:
	

	Function/Department:
	

	Process Name:
	

	Description of the envisaged processing operations: 
(Including collection, deletion and use)
	

	Purposes of the processing:
	

	Legal basis for processing:
	

	Necessity of the processing (Justification)
	

	Proportionality of the processing (Estimated number of Data Subjects Affected)
	

	Individuals consulted during the performance of DPIA
(Include internal and external consultations held)
	

	3.	IDENTIFY DATA PROTECTION AND RELATED RISKS
	4.	IDENTIFYING DATA PROTECTION SOLUTIONS TO REDUCE OR ELIMINATE THE RISKS

	No.
	Privacy Issue
	Risk
	Existing Controls Identified
	Risk Rating 
L x I
	Additional Controls/ Actions Required
	Action Owner
	Deadline Date

	1
	

	
	
	
	
	
	

	5. SIGNING OFF ON THE OUTCOMES OF THE DPIA

	DPIA Assessment result:
(Pass- risk eliminated, avoided or accepted; Fail- risk avoided) 
	

	Approved by:
	

	6. INTEGRATING DATA PROTECTION SOLUTIONS INTO THE PROJECT

	Next steps/Actions
	




Further DPIA Guidance
Example Risks to Individuals:
· Inappropriate disclosure of personal data internally within the organisation due to a lack of appropriate controls being in place.
· Accidental loss of electronic equipment by organisation’s personnel may lead to risk of disclosure of personal information to third parties.
· Breach of data held electronically by “hackers”.
· Vulnerable individuals or individuals about whom sensitive data is kept might be affected to a very high degree by inappropriate disclosure of personal data.
· Information released in anonymised form might lead to disclosure of personal data if anonymisation techniques chosen turn out not to be effective.
· Personal data being used in a manner not anticipated by data subjects due to an evolution in the nature of the project.
· Personal data being used for purposes not expected by data subjects due to failure to explain effectively how their data would be used.
· Personal data being used for automated decision making may be seen as excessively intrusive.
· Merging of datasets may result in a data controller having far more information about individuals than anticipated by the individuals.
· Merging of datasets may inadvertently allow individuals to be identified from anonymised data.
· Use of technology capable of making visual or audio recordings may be unacceptably intrusive.
· Collection of data containing identifiers may prevent users from using a service anonymously.
· Data may be kept longer than required in the absence of appropriate policies.
· Data unnecessary for the project may be collected if appropriate policies not in place, leading to unnecessary risks.
· Data may be transferred to countries with inadequate data protection regimes.
Corporate Risks:
· Failure to comply with the GDPR may result in investigation, administrative fines, prosecution, or other sanctions. Failure to adequately conduct a DPIA where appropriate can itself be a breach of the GDPR.
· Data breaches or failure to live up to customer expectations regarding privacy and personal data are likely to cause reputational risk.
· Public distrust of organisation’s use of personal information may lead to a reluctance on the part of individuals to deal with the organisation.
· Problems with project design identified late in the design process, or after completion, may be expensive and cumbersome to fix.
· Failure to manage how your company keeps and uses information can lead to inefficient duplication, or the expensive collection and storage of unnecessary information. Unnecessary processing and retention of information can also leave you at risk of non-compliance with the GDPR.
· Any harm caused to individuals by reason of mishandling of personal data may lead to claims for compensation against the organisation. Under the GDPR the organisation may also be liable for non-material damage.

Compliance Risks:
The organisation may face risks of prosecution, significant financial penalties, or reputational damage if it fails to comply with the GDPR. Individuals affected by a breach of the GDPR can seek compensation for both material and non-material damage.
Failure to carry out a DPIA where appropriate is itself a breach of the legislation, as well as a lost opportunity to identify and mitigate against the future compliance risks a new project may bring.
Examples of data protection solutions:
· Deciding not to collect or store particular types of information.
· Putting in place strict retention periods, designed to minimise the length of time that personal data is retained.
· Reviewing physical and/or IT security in your organisation or for a particular project team and making appropriate improvements where necessary.
· Conducting general or project-specific training to ensure that personal data is handled securely.
· Creating protocols for information handling within the project, and ensuring that all relevant staff are trained in operating under the protocol.
· Producing guidance for staff as reference point in the event of any uncertainty relating to the handling of information.
· Assessing the need for new IT systems to safely process and store the data, and providing staff with training in any new system adopted.
· Assessing the portability of using anonymised or pseudonymised data as part of the project to reduce identification risks, and developing an appropriate anonymisation protocol if the use of anonymised data is suitable.
· Ensuring that individuals are fully informed about how their information will be used.
· Providing a contact point for individuals to raise any concerns they may have with the organisation.
· If using external data processors, selecting appropriately experienced data processors and putting in place legal arrangements to ensure compliance with data protection legislation.
· Deciding not to proceed with a particular element of a project if the data privacy risks associated with re inescapable and the benefits expected from this part of the project cannot justify those risks.
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1. Data Controller Details
Name:          Dundalk Institute of Technology (DkIT) 

Address: 	Dublin Road, Dundalk, Co Louth A91 K584

Telephone Number: 	+353 42 9370221

Website:     https://dkit.ie/ 

Joint controllers: 	
In certain circumstances, DkIT enters into a Joint and Separate Controller relationship including with:
· Central Admissions Office (CAO)
· Higher Education Authority (HEA)
· An tSeirbhís Oideachais Leanúnaigh agus Scileanana (SOLAS)
· Quality and Qualifications Ireland (QQI)

Additional joint and separate controller arrangements occur with partners on specific projects, documented in contracts, agreements, or as part of research consent statements.

Data Protection Officer: 
Name: 	Gerald O’ Driscoll
Email: 	dataprotection@dkit.ie
Website: 	Data Protection / Legal / About DkIT / DkIT - Dundalk Institute of Technology 
Address: 	DkIT, Dublin Road, Dundalk, Co Louth A91 K584
Telephone Number: +353 42 9370221

2. Categories of Data Subjects
TU Dublin collects personal data from the following categories of data subjects:
· Students; including those availing of student health or counselling services 
· Current Employees, prospective employees, former employees
· Former students (also referred to as ‘Alumni’) and Donors
· Researchers and research subjects, authors, publishers and other creators of content and academic materials
· External Examiners
· Parents and guardians providing funding, consent on behalf of minors, or who or are given as contacts when DkIT provides services, information or facilities to an individual
· Family members – children\dependants in cases of parental leave applications and for applications for Student Assistance Funding
· HR Recruitment panel members 
· Professional Advisors, Consultants and Contractors, Creditors
· University Governing Body and Committee members
· Academic Programme Members
· Members of public including visitors or those using Sports infrastructure, services or facilities
· Tenants of Business Start Up companies
· Optometry Service Users

More rarely, and on case-by-case basis, additional processing may take place involving following categories of data subjects - 

· Subjects involved in complaints or investigations by regulatory or law enforcement authorities, including CCTV footage of particular events or data processed through security systems.
· Individuals involved in any accidents or incidents including involvement of Emergency Services.
· Details of persons involved in or affected by data incidents (which may contain personal data).
· Persons involved in legal or insurance claims involving DkIT.
 

3. Categories of Personal Data

DkIT collects the following categories of personal data: 

3.1 Relating to Human Resources (HR) Functions

· Details of Candidates not qualified or shortlisted
· Unsuccessful Candidates who are Shortlisted or called for Interview
· Applications and CVs of Candidates who are called for interview
· Interview Evaluation Sheet
· Interview Board Interview Notes
· Selection Board Report and other Interview Documentation
· Application/CV of successful candidate
· Pre-Employment medical reports
· Employment Contract
· Probation forms
· Leave Records (paid and unpaid)
· Time & Attendance Records
· Personal Development forms
· Superannuation / Pension/Retirement records
· Copy of birth certificate/Passport (not currently collected)
· Unpaid Absence records
· Pensionable Service with DkIT 
· Transferred Service
· Purchased Service i.e. Notional Service
· Professional Added Years Applications
· Pre entry / transferred service information
· Pension Sheets
· Superannuation Register
· Case Management Files
· Records of formal meetings with staff created by managers and where HR do not have the originals 

Special categories of personal data may be included in the following:  

· Health data for purposes of disability support/employment purposes, occupational health and/or public health (e.g., Covid-19 Return to Campus)
· Grievance, disciplinary, fitness to practice or HR attendance record data.
· Performance information
· Offences and alleged offences
· Information on Criminal conviction for vetting purposes
· Racial or ethnic origins
· Trade union membership
· Visa and immigration details

For purposes of Equality, Inclusion and Diversity (voluntary):
· Gender
· Gender Identity
· Age
· Nationality
· Disability 
· Racial origin/ethnicity
· Civil Status

3.2 Relating to Academic Affairs, Schools, Functions and Research Centres and/or activities

3.2.1 Academic 

· Election of staff representations to Academic Council – results published and elected members included in membership of Academic Council for the nominated period
· Academic files (may contain records such as placement records, references, medical/sick certs etc.)
· Class Attendance Records 
· Student disciplinary (where a minor offence is deemed to have taken place)
· Student disciplinary (where an offence is deemed not to have taken place)
· Incident Report Forms / Hazard Report Forms
· PMDS (Personal Development Plans)
· Records where HR have official files (e.g. copy appointment letters, HPAL Appointment Forms)
· Records where faculty/school has formal records of meetings with staff
· Correspondence with External Examiners
· Panel of Enquiry – all documents including correspondence from examinations office, correspondence to students, Panel of Enquiry decisions and all documentation relating to appeals of decisions
· Appeal of examination results
· Appeal of results (re-check or re-mark)
· Application to withdraw or defer with reference to a programme of study
· Continuous Assessments
· Pre-Examination Board Reports, including data re internal/external repeats
· Programme Application Forms

3.2.2 Research

· Post Graduate Research Forms (Application and Registration Forms, Annual Evaluation Forms, (yearly results), Transfer and Confirmation Exam Forms (midpoint results), Nomination of Examiners Forms, Examination Report Forms (final results).
· Postgraduate Research Student Records other than PGR Forms (Formal and/or informal correspondence with or related to research students.
· Assignments
· Invention disclosures 
· Patents
· Deed of Waiver (Legal documents where the inventor (s) have decided to forgo future revenues arising from any commercial agreement for their intellectual property.
	
Reports for funding and governance bodies such as the Higher Education Authority.

For purposes of Equality, Inclusion and Diversity: 

· Gender
· Gender Identity
· Age
· Nationality
· Disability 

3.3 Relating to Service Provisions including Estates and ICT

· ICT Domain accounts for staff & student and user-generated content on home folders located on DkIT storage area networks (SAN) on the Campuses and Cloud
· Office 365 accounts for staff & student and user-generated content on personally assigned home folders
· Data backup operations (email)
· Monitoring logs - RMS
· Support requests
· Access cards 
· CCTV and Printing


3.4 Relating to contractual and financial functions e.g. administering payments/fees/research funding:

· Financial details of individuals both Creditors and Debtors of DkIT
· Staff Bank Details 
· ROS (Revenue Commissioners) tax information for employees
· Social Welfare information for employees
· Staff Pay Claims
· Travel and Subsistence Claims (staff, students, external examiners, panel board members etc.)
· Tuition Fee Assessment Forms
· Online Payment Platform for Student Tuition and other charges
· SUSI Grants- Attendance and Registration Status of Students
· Student Assistance Fund – Bank Details for payment under this scheme
· B891 Form (details of payments made to Creditors) to Revenue Commissioners.

Special Categories of personal information may be included as follows:
· Medical Data for Student Assistance Fund Assessments
· Racial or ethnic origins (from Photo ID)
· Visa and immigration details (Research stipend payments)

3.5 Relating to compliance; prevention and detection of crime, safety, security, accident/ incident management and legal/insurance claims 

· Professional Advice & Related Correspondence – Professional advice and briefings/ correspondence on employment and public liability matters
· Insurance –Insurance Claims by staff/student/member of the public.
· DkIT Governing Body Meeting Records and Sub Committees – Agendas, minutes, tabled documents, Reports, Attendance Sheets, Correspondence to/from Governing Body, etc.
· Standards in Public Office (SIPO) Records – Annual SIPO Returns-Statements of Interest.
· External Work Declarations.


4. Purposes of Data Processing
[bookmark: _Hlk4589081]DkIT obtains, processes, collects, keeps, uses, discloses (where permissible by law), and retains Personal Data and/or Special Categories of Personal Data regarding its staff, students, prospective students, service users and other individuals who come in contact with, avail of the services of or engage in business with the Institute. 
The purpose of processing Personal Data and Special Categories of Personal Data include but are not limited to:

· fulfilling the Institute’s functions and obligations under the Institute of Technology Acts 1992 to 2006 as amended and the Technological Universities Act 2018 and DkIT policies and procedures
· the provision of educational courses and support services to prospective students, students and staff
· assessment of student learning and engagement
· the organisation and administration of courses
· undertaking of research activities
· the recruitment and employment of staff
· compliance with statutory obligations
· reporting to Government and regulatory bodies
· the provision of commercial activities
· the management of financial affairs
· the provision of information solutions and services
· the provision of library services
· advertising and promoting the University
· publishing University and alumni publications 
· undertaking fundraising by or on behalf of the University
· Public health (e.g., Covid-19)
The Institute also processes personal information through CCTV systems that monitor and collect visual images for the purposes of security and the prevention and detection of crime and offences. 
These activities are carried out on behalf of DkIT by its functional areas. In some cases, more details are available through Functional Area Records of Processing Activity (e.g. Data Inventories) and/or Data Protection Notices. 
5. Categories of Personal Data Recipients (Third Parties) 

Information relating to students and/or staff may be shared with:

· The Department of Education and Skills (DoES)
· Department of Further and Higher Education, Research, Innovation and Science (DFHERIS)
· The Department of Public Expenditure, NDP Delivery and Reform (DPENDER)
· The Department of Social Protection (DSP)
· The Higher Education Authority (HEA)
· Quality and Qualifications Ireland (QQI)
· The Central Application Office (CAO) 
· Student Universal Support Ireland (SUSI)
· The Comptroller and Auditor General (CAG)
· The Revenue Commissioners
· The Health Service Executive (HSE)
· The Office of the Ombudsman
· The Office of the Information Commissioner (OIC)
· The Office of the Data Protection Commissioner (DPC)
· The Workplace Relations Commission (WRC)
· An Garda Síochána
· National Shared Service Office (NSSO) for pensions
· Higher Education Payroll Shared Service (HEPSS)
· Interview Assessment Boards
· Governing Body Members
· Referees
· Pension Scheme Administrators for operation of pensions relating to employees.
· Nominated Occupational Health Provider: 
· Garda Vetting services
· External Examiners
· Transfer of leave and pension records for staff who are taking up new employment outside DkIT (if requested by the employee)
· Transfer of leave and pension records for staff who are taking up new employment outside DkIT (if requested by Employee)
· Educational Collaborators (National and International)
· Research Funding Bodies
· IT and Other Service providers who act as our processors when carrying out University functions.
· Banks to facilitate EFT transfers
· Transfer of medical records of students (at their request) as part of their treatment plan with the Counselling/Medical services of DkIT
· The organisers of conferring ceremonies where graduate status or other award is publicly acknowledged
· Debt collection agencies where necessary, because of outstanding fees or other charges
· DkIT Students’ Union for the purposes of Union membership, representation and elections
· Sport Clubs and Societies to manage access to membership, services and facilities
· The Marketing Office to facilitate the Graduate Network (Alumni) for future contact between alumni, DkIT and fellow alumni e.g., Institute mailings, events, reunions and institute related fundraising activities. 
· Researchers who are working in collaboration with DkIT, including cross-institutional research projects in the SFI funding framework
· Insurance, legal advisors, third party investigators, Workplace Relation Commission
· Transfer of leave records to new employer 
· Online application for Tax Saver incentive scheme
· Legal advisors, third party investigators
· Internal Auditors
· Research Funding Auditors
· European Community Auditors
· Other regulatory bodies, where required to do so

This is not an exhaustive list and other disclosures to third parties not listed here are made only where we consider it is lawful to do so.

European Economic Area / Overseas
For those employees or students who are involved with one of our overseas partners, or who have funding sponsors or guarantors, or other nominated contacts, who are based outside of the EEA or those who are working or studying with entities belonging to DkIT group or partners of DkIT based outside the EEA, some information may be transferred to those other locations.
Transfers outside the EEA may take place in relating to operation of the above and in particular involving: Student and teaching employee posts and placements, administrative/payroll services provided by DkIT, research collaborations, Alumni International Events, Erasmus, Study Abroad, Software Solutions, Cloud Hosting Solutions, Survey Solutions; Externs on a Board of Assessors who are based abroad beyond the EEA, Institutions based abroad , Employees on sabbatical abroad, or Faculty Promotion board members who are based abroad beyond the EEA
Where personal data are transferred to partners outside the EEA, DkIT will put in place Data Processing Agreements, using the Standard Contractual Clauses as approved by the European Commission, and take steps to ensure that appropriate security and privacy measures are taken with the aim of making sure that data subject privacy rights continue to be protected.
6. Personal Data Retention Periods
Except as otherwise permitted or required by applicable law or regulation, DkIT aims to retain personal data for only as long as is necessary to fulfil the purposes DkIT collected it for, as required to satisfy any legal, accounting, or reporting obligations, or as necessary to resolve disputes. To determine the appropriate retention period for personal data, DkIT will consider the amount, nature, and sensitivity of personal data, the potential risk of harm from unauthorized use or disclosure of personal data, the purposes for processing the personal data, whether the employer can fulfil the purposes of processing by other means, and any applicable legal requirements.
7. Changes to this document
DkIT reserves the right to amend this record of processing activity from time to time consistent with the GDPR and other applicable data protection requirements and to reflect changes in the organisation over time. 


APPENDIX J 
Template for Data Inventory


APPENDIX K
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How to Make an Access Request 
(Ref:  Data Commissioners Office website)
RIGHT OF INFORMATION
Under Article 13 and 14 of the GDPR, you have a right to be informed as to how your personal data is being processed (handled or used) by an organisation. In particular, at the time Dundalk Institute of Technology (DkIT) obtains personal data from you, it will advise you of (among other things), the purpose(s) of - and legal basis for - the processing of your data; any other recipient(s) of your data); how long it retains your data, or the criteria by which it determines how long it retains your data; and the existence of any automatic decision making processes applied to your data.

Where the personal data has not been obtained directly from you, DkIT  will provide you with additional information relating to the types of personal data it holds and how it obtained this data – See Privacy Policy link Data Protection / Legal / About DkIT / DkIT - Dundalk Institute of Technology.  
This information will be provided to you within a reasonable period, and at the latest within a month of DKIT obtaining the data (as per Article 12 of the GDPR). If the data is used to communicate with you, the information about the types of data obtained and how it was obtained will be provided to you, at the latest, when the first communication takes place. If it is expected that your personal data will be disclosed to another recipient, the information will be provided to you when your personal data is first disclosed. 
RIGHT OF ACCESS
Under Article 15 of the GDPR, you have a right to obtain a copy, of any information relating to you kept on computer or in a structured manual filing system or intended for such a system by DKIT.  All you need to do is write to the DKIT Data Protection Officer (see details at end of document) and request, under the GDPR, a copy of the personal data we hold in relation to you.

How do I request access to my details?
To request access to your details, send a letter or email to the Data Protection Officer, DkIT and ask them for a copy of this information. No Fee applies. 
You may also use the request form How to Make a Subject Access Request / Data Protection / Legal / DkIT - Dundalk Institute of Technology. 
In your request you should:
· Give any details that will help to identify you and find your data – for example a reference number, any previous address or your date of birth; and a valid form of Identification.
· You will be asked to provide evidence of your identity. This is to make sure that your personal information is not given to the wrong person.
· A request for personal data cannot be supplied without verification of your identity.
· Be clear about which details you are looking for - if you only want certain information. This will help DkIT respond more quickly and accurately to your request.

In the normal course of events, DkIT is obliged to respond to your access request within one month of receiving a valid request.  In certain limited circumstances, the one-month period may be extended by two months (where it is necessary to take into account the complexity of a request and/or the number of requests). Where DkIT is extending the period for replying to your request, we will inform you of any extension, and the reason(s) for the delay in responding, within one month of receiving the request.

There is no fee payable by you to make an access request - DkIT will deal with your request for free. However, where we believe a request is manifestly unfounded or excessive (for example where an individual makes repeated unnecessary access requests), we may either charge a fee taking into account its administrative costs in dealing with the request(s), or refuse to act on the request(s). 
Exceptions to the right of access
Similar to the Data Protection Acts 1988-2003 the national legislation – the Data Protection Act 1988 – 2018 contains exceptions to the right of access.

Article 15 of the GDPR also provides that the right to obtain a copy of your personal data must not adversely affect the rights and freedoms of others. For example, when responding to an access request, an organisation should not provide the requestor with personal data relating to a third party that would reveal the third party's identity.
What if DkIT fails to respond to my access request?
DkIT are committed to dealing with all access requests received within the allocated timeframe, however, if we do not comply with a valid access request that you have made, it is open to you to make a complaint to the DPC. Before doing so it is recommended that you contact the DkIT Data Protection Officer to establish the circumstances and to indicate your intention to complain to this Office. DkIT may be in a position to correct the problem without referring to the DPC. 
How will my personal data be supplied to me?
You can request the format in which your personal data will be supplied to you.  Requests received via email, will generally receive the response electronically, unless otherwise requested.  
You may request a hard copy of the response by post, or to collect it in person.
If you wish to appoint another person to collect the response documents for you then you must advise DkIT of this in writing.  Please note that the person collecting the documents will be required to sign an acceptance form.  Once the response documentation has been collected it is no longer the responsibility of DkIT.  
DkIT are not obliged to provide multiple copies of the response documentation.
Can I request CCTV Coverage?
You may make a request for your personal data which may have been collected by the CCTV of DkIT.  You must provide DkIT with a reasonable indication of when the recording may have taken place, the location, the date, the approximate time, and any other details which may assist us to locate your personal data.  Images of other individuals will be obscured before the data is released.

SUBJECT ACCESS REQUESTS - CONTACT

Gerald O’ Driscoll 
Data Protection Officer 
Dundalk Institute of Technology
Dublin Road
Dundalk
Co Louth
Email address:  dataprotection@dkit.ie 
Telephone:  00353 (0)42 9370221
Website:  Data Protection / Legal / About DkIT / DkIT - Dundalk Institute of Technology

DATA COMMISSIONER 
You have the right to raise a complaint with the Data Commissioner’s Office regarding your rights under by the data protection legislation by contacting:

	Telephone
	+353 57 8684800    +353 (0)761 104 800 
	 

	Lo Call Number
	1890 252 231
	 

	Fax
	+353 57 868 4757
	 

	E-mail
	info@dataprotection.ie
	

	Postal Address
	Data Protection Commissioner 
Canal House, Station Road, Portarlington,  R32 AP23 Co. Laois


	



[image: ]

	[bookmark: _Subject_Access_Request][bookmark: _Toc512263649]Subject Access Request Form

Under the General Data Protection Regulation (GDPR) it is your right to request a copy of any personal data that we hold on you. Please note that this form is to aid the Subject Access Request process.  Further information on the Subject Access Request process can be found at Data Protection / Legal / About DkIT / DkIT - Dundalk Institute of Technology

                                                                                         

	Name (Last, first, middle initial)
	Date

	
	

	Relationship to DkIT (e.g., staff member, student, Former student, etc.)
	Form of I.D Supplied*

	
	

	Address
	

	
	

	
	




	
	
	



Email Address: _______________________________	Contact phone number: _______________
At least one method of contact is required. 

DETAILS OF REQUEST 

The details of the request can be noted on this form on the space provided overleaf.  Please attach additional sheets if required.  Please provide as much information as possible to help DkIT to locate your data.  Where possible please give the approximate or exact time periods when the data was collected or created, names, titles of the persons who may be able to locate the data, and/or the departments or areas within DkIT where the data would be most likely to be held.





DOCUMENTATION FORMAT

The format you would prefer to receive your data in – please choose one option only.

Hard copy by post 	Collect in Person 	Soft copy by email	

Nominate another Person to Collect		Other: ________________
	                Please specify

Please note that all format options may not be available in certain circumstances


SIGNATURE SECTION

Requester Signature:        ___________________________________________
WRITE YOUR REQUEST HERE

_________________________________________________________________________________

…………………………………………………………………………………………………………………………………………………………….

……………………………………………………………………………………………………………………………………………………………

…………………………………………………………………………………………………………………………………………………………….

……………………………………………………………………………………………………………………………………………………………

_________________________________________________________________________________

…………………………………………………………………………………………………………………………………………………………….

……………………………………………………………………………………………………………………………………………………………

…………………………………………………………………………………………………………………………………………………………….

……………………………………………………………………………………………………………………………………………………………



	For Office Use Only


	Received By:
	


_________________________________________________________________________
Ref:  ________________________
Identity verified:  __________________		Deadline:  ___________


APPENDIX L 

CCTV Policy
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